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Today, the Committee will examine the state of security at our nation’s segports, and for those
that have yet to study thisissue, | think they may be surprised at what they hear. Despite the massve
volume of cargo that moves through our nation’s ports, there are no federa security standards,
guidelines or otherwise, and the federa government does not provide the resources to obtain the
technology to adequately screen the cargo moving through, leaving our segports vulnerable to crimina
activity —from smuggling to terrorism to cargo theft. The safety and security of our nationd bordersisa
federd responghility, and given the security that we help to provide a our nation’s land and ar
borders, we must do more for our segports.

On Friday, Senator Bob Graham and | introduced the Port and Maritime Security Act of 2001.
Thislegidation islong overdue. It is needed to facilitate future technologica advances and increasesin
internationd trade, and ensure that we have the sort of security control necessary to ensure that our
borders are protected from drug smuggling, illega diens, trade fraud, threets of terrorism aswel as
potentia threats to our ability to mobilize U.S. military force. We introduced smilar legidation in the
last Congress, but time did not alow us to proceed any further with the legidative process. However,
thisisjust too important an issue to let go by, and | intend to work with Senator Graham, and others, to
try and craft apolicy to help protect our maritime borders.

The Department of Transportation recently conducted an evauation of our marine
trangportation needs for the 21t Century. In September 1999, then Transportation Secretary Sater
issued apreliminary report of the Marine Transportation System (MTS) Task Force - An Assessment
of the U.S. Marine Transportation System. The report reflected a highly collaboretive effort anong
public sector agencies, private sector organizations and other stakeholdersinthe MTS.

The report indicates that the United States has more than 1,000 harbor channels and 25,000
miles of inland, intracoastdl, and coastal waterways in the United States which serve over 300 ports,
with more than 3,700 terminds that handle passenger and cargo movements. These waterways and
ports link to 152,000 miles of railways, 460,000 miles of underground pipelines and 45,000 miles of
interstate highways. Annudly, the U.S. marine transportation system moves more than 2 billion tons of
domestic and internationd freight, imports 3.3 billion tons of domestic ail, trangports 134 million
passengers by ferry, serves 78 million Americans engaged in recreationa boating, and hosts more than
5 million cruise ship passengers.

The MTS provides economic vaue, as waterborne cargo contributes more than $742 hillion to
U.S. gross domestic product and creates employment for more than 13 million citizens. While these



figures reved the magnitude of our waterborne commerce, they don’t reved the spectacular growth of
waterborne commerce, or the potentia problemsin coping with this growth. It is estimated that the
total volume of domestic and internationd trade is expected to double over the next twenty years. The
doubling of trade aso brings up the troubling issue of how the U.S. is going to protect our maritime
borders from crime, threats of terrorism, or even our ability to mobilize U.S. armed forces.

Security at our maritime borders is given substantialy less federd consderation than airports or
land borders. In the aviation industry, the Federd Aviation Adminigration (FAA) isintimately involved
in ensuring that security measures are developed, implemented, and funded. The FAA works with
various Federd officias to assess threats directed toward commercia aviation and to target various
types of security measures as potentia threats change.

Currently, each air carrier, whether aU.S. carrier or foreign air carrier, isrequired to submit a
proposa on how it plans to meet its security needs. Air carriers dso are responsible for screening
passengers and baggage in compliance with FAA regulations. We made sure that arports, the FAA,
ar carriers and law enforcement worked together to protect the flying public.

At land borders, there isasmilar investment in security by the federal government. In TEA-21,
approved $140 million ayear for five years for the Nationa Corridor Planning and Development and
Coordinated Border Infrastructure Program. These funds will help facilitate the law enforcement
functions of the federa government, and are in addition to funds that we invest in border patrol
operations.

By way of contragt, at U.S. segports, the federd government invests nothing in infrastructure,
other than the human presence of the U.S. Coast Guard, U.S. Customs Service, and the Immigration
and Naturdization Service, and whatever equipment those agencies have to accomplish their mandates.
Physicd infrastructureis provided by state-controlled port authorities, or by private sector marine
terminal operators. There are no controls, or requirements in place, except for certain standards
promulgated by the Coast Guard for the protection of cruise ship passenger terminads. Essentidly,
where sea ports are concerned, we have abrogated the federal responsibility of border control to the
state and private sector.

| think that the U.S. Coast Guard and Customs Agency are doing an outstanding job, but they
are outgunned. Thereis smply too much money in theillegd activities they are seeking to curtail or
eradicate, and there is too much traffic coming into, and out of the United States. For ingtance, in the
latest data available, 1999, we had more than 10 million TEU’ simported into the United States. For
the uninitiated, a TEU refers to a twenty-foot equivdent unit shipping container. By way of
comparison, aregular truck measures 48-feet in length. So in trandation, we imported close to 5 million
truckloads of cargo. According to the Customs Service, seaports are able to ingpect between 1% and
2% of the containers, so in other words, a drug smuggler has a 98% chance of gaining illega entry.

It isamazing to think, that when you or | walk through an internationd arport we will walk
through a meta detector, our bags will be x-rayed, Customs will interview us, and may check our bags.
However, at a U.S. segport you could import a48 foot truck load of cargo, and have at least a 98 %
chance of not even being ingpected. It just doesn't seem right.



In my own State, the Port of Charleston, which is the fourth largest container port in the United
States, just recently we got our firgt unit even capable of x-raying intermodal shipping containers, and
we have the temporary deployment of acanine unit. By way of comparison, the Ddlas/Fort Worth
Airport is the fourth largest airport in the United States. 1t would be inconceivable that an arport of this
magnitude have just one single canine, and one piece of screening equipment. ThisisSmply not
ufficient.

The request to evauate our system of segport security came from Senator Graham, and |
would like to commend him for his persstent efforts in addressing thisissue. Senator Graham has had
problems with security at some of the Florida segports, and dthough the state has taken some steps to
address the issue, thereis agreat need for consderable improvement. Senator Graham laudably
convinced the President to appoint a Commission, designed much like the Aviation Security
Commission, to review security at U.S. segports.

The Commission visited twelve mgor U.S. segports, as well astwo foreign ports. It compiled a
record of countless hours of testimony and reviewed the security practices of the shipping indudtry. It
aso met with loca law enforcement officids to discuss the issues and their experiences as aresult of
seagport related crime.

For ingtance, the Commission found that the twelve U.S. segports accounted for 56% of the
number of cocaine saizures, 32% of the marijuana seizures, and 65% of heroin seizuresin commercid
cargo shipments and vessals a dl ports of entry nationwide. Y et, we have done relatively little, other
than send in an undermanned contingency of Coast Guard and Customs officids to do whatever they
can.

Drugs are not the only crimina problem confronting U.S. segports. For example, dien
smuggling has become increasingly lucrative enterprise. To illudtrate, in August of 1999, I.N.S. officids
found 132 Chinese men hiding aboard a container ship docked in Savannah, Georgia. The INS didtrict
director was quoted as saying, “ This was a very sophisticated ring, and never in my 23 years with the
INS have | seen anything aslarge or sophigticated.” According to arecent GAO report on INS efforts
on dien smuggling (RPT-Number:B-283952), smugglers collectively may earn as much as severd
billion dollars per year bringing iniillegd diens.

Another problem facing segportsis cargo theft. Cargo theft does not aways occur at segports,
but in many instances, the theft has occurred because of knowledge of cargo contents. International
shipping provides access to alot of information and alot of cargo to many different people dong the
course of itsjourney. We need to take steps to ensure that we do not facilitate theft. Losses as aresult
of cargo theft have been estimated as high as $12 billion annuadly, and it has been reported to have
increased by as much as 20% recently. The FBI has become so concerned that it recently established
amulti-digtrict task force, Operation Sudden Stop, to crack down on cargo crime.

The other issues facing segport security may be less evident, but potentialy of greeter thregt.
Asanation in generd, we have been rdatively lucky to have been free of some of the terrorist threats
that have plagued other nations. However, we must not become complacent. U.S. segports are
extremely exposed. On adaily basi's many segports have cargo that could cause seriousillness and
degth to potentidly large populations of civilians living near segports if targeted by terrorism. Mot of



the population of the United States lives in proximity to our coastline.

The sheer magnitude of most segports, their historical proximity to established population bases,
the open nature of the facility, and the massve quantities of hazardous cargoes being shipped through a
port could be extremely threatening to the large populations that live in areas surrounding our segports.
The same conditions in U.S. segports, that could expose usto threats from terrorism, could aso be
used to disrupt our abilities to mobilize militarily. During the Persan Gulf War, 95% of our military
cargo was carried by sea. Disruption of sea service, could have resulted in avastly different course of
history. We need to ensure that it does not happen to any future military contingencies.

As| mentioned before, our segports are internationa borders, and consequently we should
treat them as such. However, | am redlitic about the possibilities for increasing segport security, the
redities of internationd trade, and the many functiond differences inherent in the different segport
localities. Segports by their very nature, are open and exposed to surrounding areas, and as such it will
be impossible to control al aspects of security, however, sengtive or critical safety areas should be
protected. | aso understand that U.S. seaports have different security needs in form and scope. For
instance, a segport in Alaska, that has very little international cargo does not need the same degree of
attention that a segport in amagjor metropolitan center, which imports and exports thousands of
internationa shipments. However, the legidation we are introducing today will dlow for public input
and will congder locd issuesin the implementation of new guiddines on port security, S0 asto address
such details.

Subgtantively, the Port and Maritime Security Act establishes a multi-pronged effort to address
security needs at U.S. Segports, and in some cases formalizes existing practices that have proven
effective. The bill authorizes the Department of Trangportation to establish a task force on port security
and to work with the private sector to develop solutions to address the need to initiate a system of
Security to protect our maritime borders.

The purpose of the task forceis to implement the provisions of the act; to coordinate programs
to enhance the security and safety of U.S. segports; to provide long-term solutions for segport safety
issues; to coordinate with local port security committees established by the Coast Guard to implement
the provisons of the bill; and to ensure that the public and local port security committees are kept
informed about segport security enhancement devel opments.

The bill requiresthe U.S. Coast Guard to establish locd port security committees a each U.S.
segport. The membership of these committeesisto include representatives of the port authority, labor
organizations, the private sector, and federd, state, and local government officids. These committees
will be chaired by the U.S. Coast Guard’ s Captain-of-the-Port, and will be used to establish quarterly
meetings with loca law enforcement and attempt to coordinate security and help facilitate law
enforcement.

The bill dso requiresthe Coast Guard to develop a system of providing port vulnerability
assessments for U.S. segports. After completion of the assessment, the seaport would be required to
submit a security program to the Coast Guard for review and approval. The assessment shdl be
performed with the cooperation and assistance of locd officids, through locd port security committees,
and ensure the port is made aware of and participatesin the analysis of security concerns. The



legidation does not include provison for alowing the Coast Guard to conduct crimind background
checks of transportation workersto reveal potentid threats to facilitate crime or terrorism. It had been
my intent to include such a provison, but the need to get it introduced in advance of a hearing
scheduled on the subject of segport security precluded it from being included in the bill. | intend to
address this issue as we move the bill through the process, and fed that | can work with interested
parties to craft something that will help address legitimate law enforcement concerns, while a the same
time, protecting individud rights and defining security risks to avoid unnecessary and needless security
review.

The bill authorizes MarAd to provide loan guarantees to help cover some of the costs of port
security infrastructure improvements, such as cameras and other monitoring equipment, fencing systems
and other types of physicad enhancements. The hill authorizes $ 8 million, annually for four years, to
cover costs, as defined by the Credit Reform Act, which could guarantee up to $320 million in loans for
security enhancements. The bill aso establishesa grant program to help cover some of the same
infrastructure costs. Additiondly, the bill provides funds for the U.S. Customs Service to purchase
screening equipment and other types of non-intrusive detection equipment. We have to provide
Customs with the tools they need to help prevent further crime.

The bill requires areport to be atached on security and arevison of 1997 document entitled
“Port Security: A National Planning Guide.” The report and revised guide are to be submitted to
Congress and are to include a description of activities undertaken under the Port and Maritime Security
Act of 2001, in addition to andlysis of the effect of those activities on port security and preventing acts
of terrorism and crime.

The bill requires the Department of Transgportation, to the extent feasible, to coordinate
reporting of segport related crimes and to work with state law enforcement officias to harmonize the
reporting of data on cargo theft, or dternatively, the feasihility of utilizing private data on cargo theft.
Better datawill be crucid in identifying the extent and location of crimina threats and will facilitate law
enforcement efforts combating crime. The bill dso requires the Secretaries of Agriculture, Treasury,
and Transportation, as well as the Attorney General to work together to establish shared dockside
ingoection facilities at segports for federal and state agencies, and provides $1 million, annudly for four
years, to carry out this section. Currently, there are some U.S. ports that do not have inspection space
in the organic port area. It iscrucid that ingpections occur as close to the point of entry as possble.

The bill dso establishes a program to train personnd involved in maritime trangportation and
maritime security. A better prepared security force will help enable us to more effectively combat
potentid threats of crime and terrorism. The bill dso requires the Customs Service to improve
reporting of imports at segports to help ensure that Customs will have adequate information in advance
of having the entry of cargo, and to do so in amanner consstent with their plans for the Automated
Commercid Environment (ACE) program.

Findly, the bill reauthorizes an extenson of tonnage duties through 2006, and makes the
proceeds of these collections available to carry out the Port and Maritime Security Act. Thesefees
currently are set at certain levels, and are scheduled to be reduced in 2002. The legidation reauthorizes
and extends the current fee leve for an additiond four years, but dedicates its use to enhancing our
effortsto fight crime at U.S. segports and to facilitating improved protection of our borders, aswell as



to enhance our efforts to ward off potentia threats of terrorism.

| look forward to hearing the testimony from our witnesses today.



