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SUPPLY CHAIN SECURITY

Feasibility and Cost-Benefit Analysis Would Assist

DHS and Congress In Assessing and Implementing
the Requirement to Scan 100 Percent of U.S.-Bound
Containers

What GADO Found

CBP has made limited progress in scanming containers &t the initial ports
participating in the SF1 program, leaving the feastbility of 100 percent
seanning lorgely unproven, Since the inception of the SF] program, CBF has
nod been ahle to achieve 100 percent scanning at any participating port. While
CBP hies been able to scan a majordty of the LLS-bound cargo containers ag
the comparatively low volume ports, it has nol achieved sustained scanning
rates above five percent af the compacatively larger pons,

CBP has not developed a plan to scan |00 percent of 1.5 -bound container
cargo by 2012, but has a strategy to expand SFI to select poris where it will
mitigate the greatest nsk of WMD entering the United States. CBP does not
have a plan to scan cirgo containers at all ports because, according to agency
officials, challenges encountered thus far in implementing SFT indicate that
doing so worldwide will be difficult o achieve. However, CHFP has not
conducted o feasthility analvsis of expanding 100 percent scanning. as
viquired by the SAFE Port Act. Such an analysis could help both CHP and
Congress determine the most effective way forward (o enhance container
securify. Recognizing that its strategy will not meet the roguirement to scan all
U5 -bound cargo containers, HS plans to issue a blanket extension Lo all
foreign ports by July 2012 1o be in compliance with the 8711 Act, DHS officials
acknowledged that they may revisit this plan before the July 2012 deadline

CBP, while identifying some 5F1 program costs, has not developed & complete
estimate of 1.8, program costs becanse of the lack of a decision on a clear
path forward. CBP has also not condocted any cost-benefit analysis which
would include other economic costs, including those bome outside the United
States, which wounld be important to any analysis ol alternatives to achieving
the 100 percent scanning requirement. While uncertainties exisl, a cost
esrimare and cost-benetit analysis, consistent with federal best practices,
could assist DHS and CBP in better communicating the magnitude of the costs
and benefits to Congress and in designing a elear path forward for enhancing
cargo conlainer security.

CPB faces a number of potential challenges in integrating the 100 percent
scanning requirement into [ts existing container security programs, The 100
percent scanning requirement is a departure from existing container security
progrioms In that it requires that all containers be scanned before CBP
determines their potential risk level, Senior CBF officials and intemational
trading partners say this change differs from CBF's current risk-based
approach based on international supply chain security standards, Cur work
also indicates that the 100 percent acanning requirement could present
challenges to the continued operation of existing container security
programs—-depending upon how the SF1 program s implemented and 100
percent scanning is achieved. Some foreign governments have staled they may
adapt a reciprocal requirement thal all U5 origin containers be scammed,
which would present additional challenges at domestic LS. ports.
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Concerns about the ability of lerrorists to smuggle weapons of mass
destruction (WMD) inside cargo containers bound for the United States
have heightened since the terrorist attacks of September 11, 2001,
Oceangoing cargo containers play a vital role in the movement of cargo
between global trading partners. In fiscal year 2008, 611 foreign ports
shipped a tolal of 8.8 million cargo containers (o the United States,
Balancing security concems with the need to facilitate the free flow of
commerce remains an ongoing challenge for the public and private sectors
dlike, While L5, Cusatoms and Border Protection (CBP), within the
Department of Homeland Security (DHS), has maintained that the
likelihood of terrorists smuggling WMD into the United States in cargo
containers is relatively low, the consequence of such an action could be
devastating. For example, studies have estimated costs of 2 WMD attack at
a 1.5 port to range from $58 billion to as high as $1 trillion.”

In the federal governmeni, CBP is responsible for overseeing cceangoing
container security and reducing the valnerahilities associated with the
supply chain—the fow of goods from manufacturers to retailers. As CBP
performs this mission, it maintaing two overarching and sometmes
conflicting goals—increasing security while efficiently facilitating
legitimate trade and commerce. CBP has developed a layered security
strategy 1o address container security concems, Core components of the
lavered security strategy include analyzing information to identify
contalners that may be at high-risk of transporting WMD, working with
host governments to examine high-risk containers at foreign ports, and
providing benefits to companies that comply with predetermined security
measures. Inaddition to CBP's layered programs, the Department of
Energy (DOE) provides radiation detection equipment to foreign
governments to prevent terrorists from smuggling WMD in cargo
containers through foreign seaports, Related to these 1LS. container

' For the purpese of this report, WHMD generally refers to mdislogical or npocier misteral,

* See . Gerencser. J. Weinberg, and T), Vincent, Por? Security War frames: feplientions
S LS Buggily Chains, {Boog, Allen, and Hamilton, 200423 and C. Mepde and R, Molancber,
Crmridering the Kifvcls of a Catestvophie Terroeist Attack, {Rand Cenrer for Terrorism
Rizk Mamagement Policy, 205i)
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sacurity programs, CBP has waorked through the World Customs
Organization (WCO) to develop and promote implementation of the SAFE
Framework of Standards for supply chain security, which as of June 2008,
157 countries have agreed to implement.®

To further address container security concems, Congress passed, and the
President signed, the Security and Accountability for Every (SAFE) Port
Act in 2006.' The SAFE Port Act requires that pllol projects be established
at three ports Lo test the feasibility of scanning 100 percent of U.S.-bound
containers at foreign ports.” To fulfill this requirement and determine the
overill feasibility and efficacy of 100 percent scanning, in December 2007,
DS, the Department of State, and DOE jointly announced the formation
of the Secure Freight Indtiative (SFT) pilot progeam, In August 2007, 2
months before the SFI pilot began operations,” the Implementing
Recommendations of the 1] Commission Act of 2007 (911 Acl) was
enacted,” which requires, among other things, that by July 2012, 100
percent of all U.S.-bound cargo contalners be scanned before being placed
on a vessel al a foreign port, with possible extensions for ports at which
certain conditions exist.* While foreign ports are not required to
participate, the %11 Act scanning requirement provides that cargo

" The WOO & an independent mtemanional organization wivose mission 8 1o enbance the
efficiency and effectiveness of customs administrations.

‘Pubs, L No, 108347, 120 Star 1884,

"8 US.C & 081 A similar requiremnent was enacterd that sgme year by the Department of
Homeland Seconty Approprintions Act, 2007 (Pab. L Noo 1002205, 120 Sear. 1355 (200467}
and is codified at 6 115.C.§ D81a, Both stetutes specify scanming as cxmnimston with both
ridlation detecton equipment and non-intmsive maging (WD eguipment. 6 WSO, §§
HE1Ca], B ala i1} This scanning i done in order to identify radiation being emitted frosna
contaimer and anomalies inon container's image which coold indicate the presonce of
shiglding marernl, reapectively.

“To address the requirements of the SAFE Port Act, the SF1 program became operational
iy Chetober 20T at dures ports; Grasdim, Paldstas; Puerto Cortes, Hondioras; amd
Boatthmmpton, United Rinpgdom,

Pub, L Mo 110-53, & 1701(s), 121 Stat, 256, 45500 {amending & US.C. & 982(h))

' The W11 Actscanning provision includes possible extensions for a port or ports lor which
DHS cemifies that at least teo out of a list of specific conditions sxizt. Among others, thess
conditons inelude [ 1) adegaate scanning equipment s not svailable or cannot be
imbegrted with existing systems, (2] o port does not have the phivsical charsctensties 1o
trestall the equipment, or (3) use of the equipment will significantly impect tde capacity
i thes oo of cargn, See 6 LS00 & BEXChI(4), The entire set of condifons {8 discussed
mepre dedndl lator in thes report
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containers loaded on a vessel in a foreign port that have not been scanned
are not to be allowed into the United States. This replaced a similar
provision in the SAFE Port Act that called for 100 percent scanning but did
net have a depdline [or full implementation of the scanning requirement.
The 811 Act did not, however, specify who is to conduct the container
scans or who §s to pay for scanning equipment or operations and
maintenance, According to CBF officials, with the passage of the 811 Act,
efforts to implement 100 percent scanning at participating ports changed
from a pilot test of the operational feasibility of scanning 100 percent of
U.S-bound containers to an initial phasing in of the 100 percent scanning
reqquirement.”

Both DHS and CBP, as well as foreign governments and customs
organizations, have expressed serfous concems regarding the feasibility
and efficacy of the 100 percent scanning requirement. In April 2009, the
Acting Commissioner for CBP testified that much had been done to
enhance the security of cargo containers relative to other modes of
transpordation, and added that the area of maritime secuntly should not be
overemphasized to the detrimment of other transporiation modes, He also
emphasized that the threat of a significant nuclear weapon in a container
remains remote and requested that the scanning requirement be
thoughtfally recaonsidered by Congress. In January 2009, the Secretary of
the Department of Homeland Security also stated that any requirement
regarding contalner scanning from Congress must be achievable and
affordable and noted that the July 2012 deadline for 100 percent container
scanning appeared to be unattainable. In April 2009, the Secretary
determined that CBP would [ocus deployment of the SFT program to
[oreign locations of strategic importance in a way that will maximize
security benefits given its limited resources, In addition to DHS concerns
that the requirement (o scan all LS. -bound cargo containers cannot be
met, foreign governments and customs organizations have expressed Ltheir
apposition 1o the requirement. For example, in June 2008, members of the
WCO unanimously endorsed a resolution expressing concem that
implementation of 100 percent scanning would be detrimental {o world
trade and could result in unreasonable delays, port congestion, and
international trading difficulties.” Similarly, in May 2008, the European

" T seclclition T the e mitial ports selected for the SFT Program, CBP also porsaed four
gdditional ports, the Port of Hong Keags: the Part of Busan, Korea: the Port Snialahk, Chnan;
anil the Port of Singapore for particigation in the program,

*The United States ahstaimed from the wote
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Parliament ssued a resolution calling for the United States to repeal the
100} percent scanning requirement.

In response to your request, we are providing you with information on
CBP's efforts to implement the SAFE Port and 911 Acts, This report
addresses the following questions:

*  What progress has CBP made toward implementing 100 pereent
seanning at the initial ports participating in the SFI program?

«  What planning efforts has OBP made to address the requirement to
sean all U.5.-bound cargo containers by July 20127

«  What are the estimated costs to date of the SFI program, and to what
extent have future implementation costs been estimated?

o  Whal challenges, if any, does CBFP face in integrating the 100 percent
scanning requirement with ils existing container security programs?

To address these questions, we compared data on the volume of U5
bound cargo containers and the number of containers scanned at SF1 ports
to the scanning requirement set forth in the %11 Al Aflter spealking with
CHP officials to resolve inconsistencies with the scanning data, we
delermined that the data provided were sufficiently reliable for our
purposes. We reviewed available CBP documentation on expanding the
SF1 program, including the SF1 program management plan and
implementaticn stratepy, and assessed I agoainst A Guide to the Project
Management Body of Knowledge" We obtained available data on costs for
operating the SF1 program as reporied by CBF and DOE, which we
determined to be sufficlently reliable after assessing how CBP and DOE
collect and manage cost data, We assessed CBP's cost estimates for
further mplementation of the SFT program using the (GAD Casld
Estimating and Assessment Guide.” We reviewed the need to do a cost-
benefit analysis using eriteria in DHS' Cost-Benefit Analysis Guidebook™

" The Project Management Enstitute, A Guide o ghe Progect Menmgenend Body of
Krenoledged, { Newton Sguus, Pa.c 20)

= GAD Cogt Extimmting and Assossment Geide; fest Proetices for Delagring el
Managing Capiial Program Cests, GAQGDA5F (Washington, DG March 20608}

¥ Departrsent of Homelnd Secority, Coet-Rerelil Anabysis (1OHA ) Caddebionk, Vemion 24
{Febhrunry S,
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and Office of Management and Bodget (OMB) Circulars.” We reviewed
bilateral and muliflateral efforts to enhance container security, such as the
WCO SAFE Framework of Standards. We conducted site visits at six of the
seven foreign ports that have been involved in the SFI program, and spoke
with foreign government, CBP, and terminal operator olficials during these
visite." While the results of these site visits and interviews cannot be
generalized across all ports that ship cargo conlainers (o the United States;
by observing operations al six of the seven ports involved with the SF
program to date—Busan, South Korea; Puerto Cortes, Honduras; Salalah,
Chman; Southampton, United Kingdom; Hong Kong; and Singapore—we
gained an understanding of the factors and challenges associated with
implementing SF1 at foreign port=. In addition, we met with CBP, DOE,
and State Department afficials who have program responsihilities for SFI
and other programs that are part of the LS. government's layered
maritime cargo container security sirategy. Further, we met with
representatives from the WCO and Furopean Commission, and officials
from seven foreign governments, five of which contain an SFT pllot pord, to
discuss multllaters] and bilateral efforts o promote supply chain security.
We also spoke with six members of CBP's Customs Trade Parinership
against Termorism (C-TPAT) program.” Our interviews with these trade
industry representatives were based on a nonprobability sample, so while
they are not generalizable to the entire maritine trade industry, they
provide insight into the relationship between the SFT and C-TPAT
programs. We met with CBP officials al domestic ports, o= well as
domestic port authorities to understand the impact of a reciprocal
sranning requirement, As appropriate, we also relied on our prior body of
work on container security conducted over the last several vears (see st
of Related GAD Products &t the end of this report),

We conducted this performance audil from August 2008 through October
2009 In accordance with generally accepted government auditing

" Zee Cireular Mo A-1T Preparation, Submdssior, and Evecution of the Budget [August
20, Cireudar Mo, A-84 Gitidelines mnd Discount Bates Tor Beoefit-Cost Analysis of Federal
Programs (October 1992), and Circular A-1 Regulatory Analysis (September 2((K3}

" Thiae Ly ongoig securily concemes, we did nod conduct a site visit al Por Qo Pakiste
Instead, we observid CDP's remote operation of the 8FT proagram in Gasim from the
Bntional Targeting Center-Cargo (8T in Viemnue

“ Through C-TPAT. CBP develops voluntary partnerships with members of the trade
community whera private compasbes ageee to improve the securty of thelr supply chains in
retum for varioes bensfis, sueh a2 2 redoeed Dlielibood that s contaliess will be
AT
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Results in Brief

standards. Those standards require that we plan and perform the audit Lo
ablain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our audit objectives, We belleve
that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives. A detailed discussion of
our scope and methodology s comtained in appendix 1

CBP has made limited progress in workding with the initial seven SFT ports
to ensure the scanning of U.5.-bound container cargo, and the feasibility of
100 percent scanning remains largely unproven. CBP and DHOE have been
suceessful in integrating images of scanned containers onto a single
computer screen that can be reviewed remotely from the United States.
They have dlso been able to use these initial ports as a test bed for new
applications of existing technology, such as mobile radiation scanners,
However, the 5FL portz’ level of participation, in some cases, has been
limited in terms of duration (e.g., the Port of Hong Kong stopped thelr
participation in scanning after approximately 16 months) or scope (8.8,
the Port of Busan, Korea allowed scanning in only one of the eight
terminals). In addition, one port has withdrawn from the SFl program and
another port has vel 1o begin scanning operations. Furthermore, since the
inception of the SFI program in October 2007, no participating port has
biespn able o achieve 100 percent scanning. While 54 to 86 percent of the
U5 -bound cargo containers were scanned at three comparatively low-
volume ports that are responsible for less than 3 percent of container
shipments to the United States, sustained scanning rates above 5 percent
have not been achieved al two comparatively larger ports—the type of
poris that ship most containers to the United States, Scanning operations
at the initiz] 8F1 ports have encountered a number of challenges—
including safety concemns, logistical problems with containers transferred
from rail or other vessels, scanning equiprent breakdowns, and poor
quality scan images, Both CBP and GAQ had previously identifted many of
these challenges, and CBP officials are concemmed that they and the
participating ports cannot overcome them, Thus, the feasibility of 100
percent scanning remains largely unproven.

CHP has planned two initiatives to improve container security; however,
neither initiative would achieve the 3711 Act requirement to scan 100
percent of all U.S.-bound cargo by July 2002, The first Initiative, the
“strategic trade corridor strategy,” would involve scanning 1) percent of
U.S.-bound containers at selected foreign ports where CBP believes it will
mitigate the greatest risk of WMD entering the United States, The
Secretary of Homeland Security approved this strategy and, according 1o
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CBP, it is in negotiations with forelgn governments to expand SFT (o porls
in those countries, Because negotialtions are ongoing, details on the
number of ports involved are not yet Gnalized. The second ndizative,
known as the “[0+2° program, requires importers to provide 10 data
elements and vessel carriers to provide 2 data elements on containers anid
their carge (o CBP, adding to the information available to CBP and
improving its ability to identify containers that may pose a risk for
terrorism for additional scruliny—such as seanning or physical inspecton
CBP believes the strategic trade corridor strategy, combined with its
recently implemented 10+2 program, will enhance cargo container
security. Based on discussions with DHS and CBP officials, It is unclear
whether DHS mtends for the strategic trade corndor strategy and 1042
program to be implemented in leu of the 100 percent scanning
requirement or whether it is the first phase of implementation at all ports
worldwide. While the strategic trade corridor strategy and 1042 may
improve container security, they do not achieve the legislative requirement
to scan 100 percent of US-bound containers, According to CBP, 1L does
not have & plan for full-scale implementation of the statutory requirement
by July 2012 because challenges encountered thus far in implementing the
5F1 program indicate that implementation of 100 percent scanning
worldwide by the 2012 deadline will be difficult to achieve, However, it
has not performed a feasibility analysis of the SF1 pilot and expanding 100
percent scanning to other foreign pons as required by the SAFE Port Act.
Furthermore, best practices for praject management call for the feasibility
of a program o be considered carly on, which can be done through
evaluating alternatives. The analysis should consider the scope, objectives,
time ling and resources needed o achieve 100 percent scanning to
determine if it is feasible and if so whalt is the best way to achieve i, or if it
15 ot feasible, what are the other altematives, Given the challenges
encountered in implementing SFT at the initial ports, such an analysis
could help CBP and Congress determine the most effective way forward to
enhance container security, Further, senior DHS and CRP officials
acknowledge that most, if not all foreign ports, will not be able (0 meet the
July 2012 target date for scanning all U5 -bound cargo, and DHS will need
to issue extensions to such pornts to allow the continued Mow of commerce
and selll comply with the 8711 Act. DHS officials told us that the
department hard made a decision to grant a blankel extension Lo all foreign
ports rather than on a port-by-port basis since some of the conditions
listed in the /11 Act as a basis for granting exlensions can be applied
systemically to all ports. Speeifically, DHS believes the last two
conditions—that the use of the equipment would significantly impact trade
capacity and the flow of cargo, and that scanning equipment does not
adequately provide astomatic notification of an anomaly in a container—

Fage T GAD-10-12 Supply Choin Security



could apply to all foreign ports and, thus, warrant the use of a blanket
extension becanse two conditions are sufficient (o justily an extension
upder the statute, DHS officials acknowledged that this plan for
extensions could be revisited if there are significant changes (e.g.,
advancements in scanning technology ) before the July 2012 deadline.

CBP and DOE have tracked some information on their own cosis for
implementing SFl—about $100 million to date—but CBP has nol
developed a comprehensive catimate for future 1.5, program costs, or
conducted a cost-benefit analysis that compares the costs and benelits of
thi LO0 percent scanning requirement with other altermatives, such as the
strategic trade comidor strategy, The SAFE Port Act requires CHP 1o
report on costs for implementing the SFT program at foreign ports, but
CBF has not vet estimated total U5, program costs because of both the
lack of a decision by DHS on-a clear path forward and the unique set of
challenges that each foreign port presents. While uncertainties exist
regarding & path forward for the program, a credible cost estimate
cansistent with cost estimating best practices could better aid DHS and
CBP in determining the most effective way forward for SFT and
communicating the magnitude of the costs to Congress for use in annual
appropriations. In evalusting the 911 Act, the Congressional Budgel Office
assumed that foreign ports would pay for implementing the scanning
systems al thelr ports; however, CBP and DOE have paid the majority of
5F1 costs for operating the SFI program to date. The SAFE Port Act and
911 Act do not address the issue of who is expected to pay the cost of
developing, maintaining, and using the infrastrocture, equipment, and
people needed for the 100 percent scanning requirement, but
implementing the requirement would entall costs beyond 1S, government
program costs, Including those incurred by foreign governments, privitle
terminal operators, and could resull in higher prices for American
consumers. CBP has not estimated these additional economie costs,
though they are relevant in assessing the balance between improving
security and maintaining trade capacity and the fow of cargo, Both the
Office of Management and Budget and DHS guidance cite cost-benefit
analysis as a key practice for agencies to use in making decisions and
allocating resources, Conducting a cost-benefit analysis would allow CBP
to evaluate the costs and benefits of achieving 100 percent scanning as
wall as other alternatives for enhancing container security, Such an
analysis could provide important information to CBP and to Congress to
determine the most effective way forward to enhance container secuarity.

CBP faces a number of potential challenges in integrating the 100 percent
scanming requirement with its existing container security programs s it
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imay hinder the continoed operation of such programs, and its
international trading partners have raised concerns regarding, among
other things, the effectiveness of the 1({) percent scanning requirement.
The scanning requirement 15 & departure from existing contalner security
programs becanse it requires CBP to apply the semitiny of scanning 6o all
containers rather than conducting analyses to determine the containers’
potential risk level to determine whether scanning is needed. Senior CBP
officials have stated that the 100 percent scanning requirement differs
from the risk-hased strategy i uses 1o identily containers thal may require
more scritiny-—such as scanning and physical inspection. Our work also
Indicates that the 100 percent scanning requirement could present
potential challenges to the continued operstion of other existing container
security programs, depending upon how the SF1 program is expanded and
100 percent scanning is implemented, For example, at one of the pilol
ports we visited, the continued operation of the S3F1 program reduced the
willingness of the foreign government (o work with CBP to identify and
physically inspect containers under an existing bilateral program, The
implementation of 100 percent scanning could also present challenges by
reducing the willlngness of private companies to partner with CBP to
Improve their internal security programs. For example, as & benefil, when
lmporers currently partner with CBP through the C-TPAT program (ane
share information on their imemal security practiees), thelr containers
generally receive less serutiny, With the potential worldwide requiremen
to scan all U.S.-bound containers, regardless of the importer's membership
in C-TPAT, importers could loze one of the key benefits of participating in
C-TPAT. The new requirement has also created challenges for CBP inits
overall working relationships with foreign governments. Because aof the
global nature of the supply chain, international cooperation has been a Key
tenant of U.S, maritime security strategy and practices. However, the 100
percent scanning regquirement is being put forth solely by the United
States, In contrast to some existing container security programs that were
negotiated multilateratly or bilaterally with willing partners. Otficials at
nternational organizations and foreign governments we spoke with have
raised concermns (o CBP about 100 pereent scanning, stating that that the
new requirement is inconsistent with the nsk-based strategy adopted in
international standards for supply chain security that CBP uses inits
exisring programs, The officials also stated the new requiremnent will
diminish security by reducing resources available to focus on high-risk
containers, If the United States enforees the 100 percent scanning
requirement, the European Commission has stated the European Union
may impose a reciprocal scanning requirement, This could present further
challenges to CBF. CBP officials and terminal aperators at domestic U5,
ports we met with stated that they would have a difficult time meeting
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such a foreign-required scanning process and it could come at the expense
of their ability to secure the United States from inbound containers that
might contain WM.

To better position DHS to comply with the seanning provisions of the
SAFE Port and #/11 Acts, improve container security, and better inform
Congress on CRP's efforts to implement 100 percent scanning, we are
recommending that the Secretary of Homeland Security, working with the
Commissioner of CBP and in consultafion with the Secretaries of Energy
and State as appropriate (1) conduct a feasibility analysis of inplementing
the 100 percent scanning requirement in light of the challenges faced:

(2) develop comprehensive and credible estimates of total 1.5, program
caosts; (3) conduct a cost-benefit analysis {including all significant
economic costs) af 10 percent scanning and altemative contadner
securily programs, and (4) report the results of the feasibility analysis,
cost estimates, and cost benefit analysis (o Congress, (o assist DHS and
Congress in addressing existing challenges and determining the best path
forward Lo enhance container sscurity.

In commenting on & draft of this report, DHS stated that it concurred with
three of our recommendations related o developing a feasibility analysis
and a comprehensive cost estimate and providing the results of these and
other analyses (o Congress, but that it had already published reports that
had addressed these recommendations. We disagree because our analysis
of these reports reveals that DHS has not fully satisfied the intent of the
recommendations as its reports do not include a feasibility analysis that
Includes specific elements required by the SAFE Port Act and its cosl
estimates are not comprehensive. DHS also safd that it agreeed in part with
our recommendation that it develop a cost benefit analysis of 100 percent
sranning, acknowledging that the recommended analyses would better
Inform Congress, but stated the recommendations should be directed to
the Congressional Budget Office. While CBO does prepare cost estimates
for pending legislation, we think the recommendalion is appropriately
directed to CBP. DHS's comments are reprinted in Appendix I CBP and
the State Department also provided technical comments, which we
incorporated as appropriate.
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Background

Vulnerabilities of
Containers in the
International Supply
Chain

Ports are critical gatewsys for the movement of commerce through the
international supply chain. The facilities, vessels, and infrastracture within
poris, and the cargo conlainers passing through them, all have
vulnerabilities that terrorists could exploil. Containers carrying goods that
are shipped in oceangoing vessels are of particular concem because they
can be filled overseas at many different locations and are transported
through complex logistics networks before reaching U5, ports. In
addition, transporting a shipping container from iis international point of
origin (o its final destination involves many different participants and
many points of transfer. The container, or material in it, can be affected
not ondy by the manufacturer or supplier of the material being shipped, but
also by carriers who are responsible lor getting the materal to a port, as
well as by personnel who load containers onto the ships. Others who
interact with the cargo or have access to the reconds of the goods being
shipped include exporters who make arrangemenis for shipping and
loading, freight consolidators who package disparate cargo into
containers, and forwarders who manage and process the information
about what is being loaded onto the ship. Figure 1 Hustrates many of the
key participants and points of transfer involved from the ime that a
container is loaded for shipping to its arrival at the destination port and
ultimately the importer,
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Figure 1: Overview of Key Participants Invoived in Shipping Containers in the International Supply Chain
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Several studies of maritime security conducted by federal, academic,
nonprofit, and business organizations have concluded that the movemen,
of oceangoing cargo in containers s vulnerable 1o some form of terrorist
action. Every time responsibility for cargo in containers changes hands
along the supply chain there is the potential for a security breach. As a
result, valnerabilitles exist that terrorists could take advantage of by, for
example, placing a WMD into a container for shipment to the United States
or elsewhere. 118, government officials believe that the likelihood of
terrorists smuggling WMD into the United States in cargo containers is
relatively low. While there have been no known incidents of containers
being used to transport WMD), criminals have exploited containers for
other illegal purposes, such as smuggling weapons, people, and licit
substances,

The LLS. Government Is
Engaged in Efforts to
Secure Containers in the
International Supply Chain

Inn the federal government, CBP is responsible for overseeing oceangoing
container security and reducing the vulnerabilities associated with the
supply chain. While CBF officials at domestic ports continue efforts to
identify and examine imports arriving in containers thal may pose a risk
for terrorism, CBP's posi-/11 strategy also invelves focusing security
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Table 1: Description of DHS and DOE Cargo Security Initiatives

efforts beyond U.S. borders to target and examine cargo that may pose a
risk for ferrorism before it enters [1.5. ports. CBP's strategy is based on a
lavered approach of related initiatives that attempt to focus limited
resources on potentially risky cargo shipped in containers bound for the
United States while allowing other containers carrying cargo o proceed
without unduly disrupting commerce. CBFs lnvered strategy to address
container security is complimented by DOE's efforts to prevent the
proliferation of nuclear materials, DOE has led U.S, efforts to detect
radicactive material In cargo containers origimating at foreign ports. A
brief description of CBP and DOE initiatives is provided in table 1.

Initiative and year
introduced

Department

current
respo e

Description

Awdamaled Targeting
Sysleim (ATS), 1208

OHS

CBF uses ATS—a mathematical model thel uses wesghted rules 1o assign a nsk
scove [o armving carge shipmenls based on shipping information—Iio hedp dentity
and pravent potential termonsts and terrorist weapana from enfenng the United
Slates. ATS is @ compulenzed decsion suppod tool used by TBEP to review
documantation, mcluding cargo mandest inormation’ submiited by the ocean
carriers on 2il ariving shipmeants, and enry @213 (frore detailed inlormalen about
he cargo) submitted by brokers, 1o develop fsk scores thal help identify conlainers
for additicnal examination.

24-frour Hule, 3008

DHE

CBP ganerally raquires ocean camiers to electronically transmit cargd mandlests ta i
CBFa Aulomated Menifest System 24 hours before e LS -bownd cargo is loaded
anle a vessal al a foreign port. Carmers and mporters are o provide informatian fo
CBF that is used to strengthen how ATS assigns risk scores, The cango maniles
infesmation is submidied by ocean cartiars on all arfiving cargo shipments.

Container Secunily initiatne
(G5l), 2002

DHE

CHP phaces s1afl al participating loreign ports fo work with hos! counbry custome
cificials to fargel and examine heagh-risk containar cargo for weapons of mass
destruction before they ae shipped 1o the Unied Stales, CBP officials identily the
contamers thal may posa a resk lor terrosism and reguest that their foreign
counierparts sxaming the contanis of the contamers,

Customs-Trade Partnarship
Against Termonsm [C-TRAT),
200

CHS

CBP develoos voluntary partnerships with members of the intemational trads
community comprised ol Imporess; customs brosors; forsarders, lr, sea. and land
carrigrs; and coniract Iogishcs providers. Privale companies agree o improve the
security of their supply chains in retumn for varouws benefis, such as 8 reduced
likelihood that thelr confainers will be examingd.

Magaports fniliataeg, 2000

DoE

DOE inslals adalon detection eguiprment al key lomsign pors, enabling lereign
govemment personnal Io use radiation detection eguipment 1o screen shipping
containgrs entéring and laving these ports, regardiess of the containers’
destnation, for nuslear and Glber radicective matersd thal could ba used apainst the
Umited Stales and itz alifes. Az of Juna 2008, the Megaports Initizlive was fully
operatonel 8l 23 forelgn pons and in vanoes stages of mplementalion & 210thers
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Department

Initiative and year r.urrﬁr'::}r

Iniroduced responsible Description

Slandards o Seture and DHS CBP, along with intermational parnars developad the WD Framework of

Facilitaie Global Trade Standards 10 3ecure and FaciMale Global Trade (commonly relemed 1o as the
{SAFE) Framewark of SAFE Framework), the core concepts of which are based on componentes in CBP's
Standands, 2005 Gl and C-TPAT programs. knJdune 2005, the 1 Fi-member cusioms adminisirations

o the Weord Customs Organization adopled the SAFE Framework and as of June
2009, 157 membar countmes, including the United States. hed signed letiens of
indent for implementing the SAFE Framewark.

Secure Freight Ingiative DHE, OE
{SFI), 2006

CBP-and DOE program at selected ports 1o scan 100 percent of LS, -bound
container carga lor nuclear and radickogical malerals oversess using integraled
examination systemes that couple non-intrusive Inapection (M1} and radstion

detecton equigmenl.

Domestic Porn Radiation HS

CBP program o stan 100 peroent ol contamers arfing in ihe United States with

Detaclion Scanming, 2007 radiation detection eguipment prior 1o lesving & domestic port. Az of Apnl 2009,
CBP had 402 madiation portal monilors deploved at domeastic ports, thidugh which
approcmalely 98 porcend of all arving contaimers passed throwgh

Mulual Recogrifion DHS CBP bilatoral program e develop mulual recognition of Aulhorized Economic

Amangements, 2007, 2008, Oparalor (AED) programs” This occurs when cusloms administrations agree 1o

2005 recognize the members of their respective programs. As of June 2009, CBPF has

sgnad mulual recognifion amrangaments with Mew Zealand, Canada, Jordan, and
Japan. Furdhermore, the United Stales s in discussions with the European Union
regarding Ihe possElily of estenng inta a nonbinding mutual meeognificn
arrangement,

importer Security Filingand  DHS
Additional Ciarrins

Regwremants (also known

as 10+2), 2008

CEP regulation thal requires impoders and vessel camers 1o provids addifional data
alemams !tlf irmproved idestificalion of contairers thal may pose & msk lor Berrorsm,
The impaortar is esponsible lor sapplyiog CBP with 10 shpping dala alements 24
hours prios to fading while the vessel carrier is requirsd to prowsds 2 data slements
in addition to those previowsty requered.

Gui i AL nurretily of plaenaion ebmindd from DH3, DOE, e WO

“Crargn manitasts are prepared by e ocean camsr end are composed of bills of lading for each
shipmant of cargo Inaded on & yessel 1o desaibe the contants of the skipment

“Aumonzed Economss Dpenaiora ane thase companes 1hat parmopale ina oountny’s cusioms-io-
busirinss partnesship programs and may includa, for examphle, manulaotumns, mpoetars, and
gaporiess. Incentives for businessas paricipaing in AEC programs are definad and offared by the
individiual mamber S1ales.

CBP Has Taken Steps to
Promote Customs Security
Standards Internationally

CBP has taken a lead role in working with foreign customs administrations
on approaches to standardize supply chain security worldwide, [n 20804,
CHP, along with 11 ather member customs administrations of the WCO,
formed the High Level Strategic Group to develop international standards
for customs security practices. The group developed the WCO Framework
of Standards t6 Secoare and Facilitate Global Trade {commonly reéferred to
as the SAFE Framework]}, the core concepts of which are based on
components in CBP's CSIand C-TPAT programs. For example, just as in
the CSI program, the SAFE Framework states that members should use a
risk-management system (o target and identify cargo that may pose a risk
for terrorism, Similar to C-TPAT, the SAFE Framework incorporates the

Page 14 GAD-10-12 Supply Chain Secarity



concept of the Authorized Economic Operator (AEQ) and provides
technical guldance for customs administrations to develop an ARG
program that offers incentives to companies that comply with
predetermined mintmum supply chain security standards: According to
data from the WCO, as of July 2003, about 70 countries, including the 27
members states of the European Union, have implemented or have begun
developing AED programs. In the Untted States, C-TPAT iz the designated
AED program and businesses participating in the program are Authorized
Economic Operators. In June 2035, the 173member customs
admimistrations of the WCO adopted the SAFE Framework. Further, as of
June 20089, 157 WOO members, including the United Scates, had signed
letters of intent to implement the SAFE Framework (see fig. 2).
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Figure 2: World Map Indicating the 157 WCO Customs Administrations Thal Have Signed Letters of intent 1o Implement the
WLCO SAFE Framework
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While CBIP has developed cooperative relationships with foreign
governments to enhance the security of L.S.-bound cargo containers
before they are placed on a vessel, several factors at foreign ports that
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impact the securlty ol cargo are beyond CHP's control, For example, while
CBP has developed specific standards for the inspection equipment osed
to scan cargo containers at domestic ports, CBP has potentially limited
assurance that this inspection equipment is capable of detecting and
identifying potential WMD &t foreign ports, Additionally, while CBF can
issue a "do not load” order so that a specific cargo container would not be
allowed on a U5 -bound vessel, it has no authority to compel host
governments to participate in securlly programs or 1o scan cargo
containers that it has determined may pose some risk. For example, when
CBP determines that cargo in a particular container at a CSl1 or 5F port
poses some risk, it must request that the host govemment's customs
service conduct a phivsical examination of the contalner since CBP has no
authority to do so itsell Similarly, unlike domestic ports, CBP cannot
compel privaie sector entities operiting at forelgn ports (o parficipate in
security initiatives. For example, at one port, for a period of approximately
2 months, the terminal operator ceased to provide CBP information on
which containers leaving the port were bound for the United States, Asa
result, CBP had greater diffionlty determining which containers were 11.5.-
bound and, therefore, should be scanned with imaging equipment. Under
these circumstances, CBF would still have the option of preventing the
cargo containers from being loaded onto LLS, bound vessels, or agging
the containers for Il'uﬂlm::' Inspection once they arrive in the United States.

Equipment Used to
Conduct Examinations of
Cargo Containers

There are generally two types of cargo container examinations—scanning
equipment and physical searches—used as part of the SF1 and CS1
programs, There are two basic types of scanning equipment currently used
Lo escarmine cargo containers that do not require the container to be
opened: (1) radiation detection equipment, including radiation portal
mcnitars, and (2} non-intrusive imaging equipment (NI, which may use
X-ravs or gamma rays, Badiation detection equipment, such as radiation
portal monitors (RPM) and radiation isotope identification devices (RIID)
detect the presence of radioactive material that may be in a container.
RIIDs and certain types of RPMs can ldentify the type of material emitting
the radiation and whether the material poses a threat or is a naturally
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ocemming radioactive material, such as that found in cerain ceramic tiles.
Wi observed at domestic and foreign ports that If radioactive emissions
were detected from a cargo container, customs officials used a handheld
RID to determine whether the radiation being emitted posed a threat. The
second type of equipment, referred to as NI, uses X-rays or gamma rays to
scan a container and create images of the container's contents without
opening it Examples of a REM, handheld RIID, and NIT are depicted in
figure 3,

Flgure 3: Examples of Scanning Equipment Usad &t SFl Porls
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CHP officials, along with host government officials, review the Images
produced with the NI to detect anomalies or shielding that could indicate
the presence of WMD), The 100 percent scanning provision of the 8711 Act
requires containers 1o be scanned with both radiation detection and NI
equipment; doing so may ldentify WMD material that is successfully
shielded from detection by RPM. The average time at which a contalner is

7 DHS, through its Domestic Nuckear Detection (ffice (DNDN), is currently sponsonng
testing of the Advanced Spectroscople Portal {ASF) monivors, which ane designed 1o both
detieet and Westify the specific type of souree naterisl We have previonsly identified
deficienes mssockated with testing the ASP. For additional detnils see Combating Nl
Swugpling: DHS Improved Testing of Advanced Rodiation Detection Portal Monitors, fut
Profiminmry Rezilts Show Limits of New technotogy, GACHERES (Washington, D10 May
21, 2000
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processed through the scanning system is 3 to 5 minutes, If the use of the
RITD is necessary, the average time increases another 5 to 10 minutes.

Secure Freight Initiative
(SFI)

In response to the SAFE Port Adt requirement to lmplement a pilot
program to determine the feasibility of scanning 100 percent of U.S.-bound
containers with both EPM and NI equipment, CBP, the State Department,
and DOE jointly announced the formation of SFT in December 2006 as an
effort to build upon existing contiainer securily measures by enhancing the
U.5. government’s ability to ensure containers are scanned for nuclear and
radiglogical material overseas and betler assess the risk of inbound
containers. In essence, SFI builds upon the CS1and Megaporls programs
by combining #ach program's scanning technology equipment, To
aecomplish this, CBP met with terminal operators Lo identify lorelgn ports
for inclusion in the pilot program to scan 100 percent of UL.S.-bound
containers. Based on discussions with terminal operators and subseguent
discussions with host government officials, three ports were selected Lo
implement the SAFE Port Act pilot program; Gasim, Pakistan; Puerto
Cortes, Honduras; and Southampion, United Kingdom, According to CBP
officials, while Inltlating the SFI program at these ports satisfied the SAFE
Port Act requirement to implement the program at three ports,” CBP also
selected the ports of Hong Kong; Busan, South Korea; and Salalah, Oman
to more fully demonstrate the capability of the integrated scanning system
at larger, more complex ports with higher percentages of transshipment
container cargo—eargo containers from one port that are taken off a
vessel at another port to be placed on another vessel bound for the United
States. For example, porl, officials told us that at the Ports of Hong Kong,
Singapore, and Salalah, transshipment cargo constitutes about bl percent,
87 percent, and 89 percent of UL5-bound containers, respectively. CBT
officials also stated that with the passage of the @11 Act, the focus of the
SFI program shifted from determining the feasibility of 100 percent
seanning to becoming the first phase of CBP's phased-in approach to
implementing the 10 percent scanning requirement.

*Thie act required CBP o ldentify three distine portis through which contamers pass or
are transshipped to the United States with unique features nnd dilfering levels of trade
volumae, 6 LL5.C. §081{ak
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CBP's Progress with
SFI Implementation
and Operation to Date
Has Been Limited,
Leaving the
Feasibility of 100
Percent Scanning
Largely Unproven

While CBF and DOE have made progress in Integrating new lechnologhes
as part of the SF1 program, progress in implementing and expanding the
scanning of U.5.-bound cargo contalners at parficipating ports has been
limited. Some ports that initially agreed to participate in the SF1 program
did 50 for a mited time, or on a limited basis. Logistical, technological,
and other problems at participating ports, as well as concerns regarding
the safety of the NII equipment used for the SFI program, have prevented
any of the participating ports from achieving 100 percent scanning, as
ultimately required by the %11 Act, leaving the feasibility and efficacy of
100 percent scanning largely unproven, Moreover, atlempts to implernent
100 percent scanning al these foreign ports have confirmed challenges
previously ldentified by CBP and GAC."

CBP and DOE Have Made
Progress in Integrating and
Modifying Scanning
Equipment

CBP has been successful in integrating outpuis from the various types of
seanning equipment used to scan cargo containers at foreign ports
participating in the SFI program. CBP and DOE were able to integrate the
outputs from BPM and NIT equipment with the Automated Targeting
System (ATS) s0 a CBP officer can review all the data and information
associated with a container on a single screen.™ CBP officers can also
access scanning information remotely and do not need to be present at an
SFI port to analyze the RPM results and NIT images of containers. For
example, at the National Targeting Center-Cargo (NTCC), we observed
that outputs from EPM and N1l equipment located at Port Qasim in
Pakistan were accessible to CBP officers located in the United States.™
These officers could observe the scanning equipment oulputs in
comhbination with information from ATS to make detérminations as (o
whether Lo request that the cargo container being scanned be more closely
examined by host government personnel, CBP officers could also observe
scans of cargo containers belng conducted at the port in real time via

¥ a0, Supply Chodn Securisy: Chollenges 1o Seavwning P00 Pevomnt of UL -Bound Carge
Crwbainers, LAUMGE-E30T (Washingson, [C: June 13, 2008

AT b5 s complterized decision support ool (o review electmonic decumentation,
incheding electronic mankfest informatinn subaniiied by eeean carrers to help dintify
ahiprments requiring additional scrutny,

3 peeording 1o CBE, the National Targeting Center (NTC) was established in response 1o
the need for proactive argetng alned ob preventing acts of terpor and o seize, dieter, nnd
disrupt tervorists and implements of terror. NTC originally combined both passenger anr
earpo rgeting in one facllity. It was Inter divided into the NTC-C and the National
Targeting Center-Passenger, For purposes of this report, we use NTC-C i our references
stmee ik misson 18 tosupport CHP cargo-lugeting operathons.
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Figure 4: Exampie of Scanning Outputs and Equipment al SF1 Pors

cameris that can be operated remotely from the United States. Exaumples
of seanning outpuls and equipment used at an SF1 port are shown in
fgure 4.
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This integration of technologies has also allowed CBP to transfer targeting
efforts involving the Port of Southampton, United Kingdom, to domestic
ports, Currently, CBP officers in Newark, Baltimore, Savannah, and other
domestic port locations have been trained Lo incorporate the scanned data
from the Port of Southampton into their targeting methodology and
coordinate secondary examinations with the SFI team al the port
Similarly, at Puerto Cortes in Honduras, we observed that scan data from
imaging and RPM equipment were available for review by CBF and
Honduran Customs officials almost instantly afier the images were
generated by the inspection equipment. Honduran Customs officials stated
that, in addition o CBP's interest in detecting WM, having this
information available greatly assisted in their efforts to detect and identify
contraband, such as narcoties, belng shipped in cargo containers through
the pori.

Ports participating in the SFT program have also been able (o serve as a
testing ground for new inspection technologies. For example, at the Port
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of Salalah in Oman, we observed the testing of mobile platforms (o carry
large format radiation detection equipment, known as Mobile Radiation
Detection Identifieation Systems (MRDIS) that Pacific Northwest National
Laboratory, in conjunction with DOE, has developed (see fig. 4). The
MRDIS units were built to more effectively capture transshipment cargo
{eargo taken off of one vessel to be placed on a US.-bound vessel ) as it is
being unloaded from a vessel without creating congestion, However, the
effectiveness of the MRDIS, and its impact on the flow of containers, has
not been fully tested because the SFI program is not yel operational at the
Port of Oman.

Foreign Port Participation
in the SF1 Program Has
Been Limiled

(BP reached arrangements with foreign governments Lo implement the
SF1 program at seven foreign ports, As of June 2008, 5FI operations have
been conducted at five ports. but in some cases for a limited tme or on
limited basis. In addition, one port has withdrawn and another has yet to
begin scanning operations,

As shown in table 2, the SF1 program has operated continuously sinoe
Ootober 2007 at Port Qasim, Pakistan; Puerto Cortes, Honduras; and the
Port of Southampton, United Kingdom and the majority of U.S.-bound
cargo containers from these ports have been scanned. Host government
officials at Puerto Cortes have expressed a desive to continue with the SF1
program and have allocated personnel to support program operations. Al
the Port of Southampton, the host government has allowed SF1 operations
to continue, but withdrew customs personnel originally allocated 1o
support program operations after the G-month arrangement it had with
CRP to participate in the SF1 program came to an end. Customs officials in
the United Kingdom stated that the costs associated with assigning
personnel to assist CBP with SF1 program operations were preventing
thiese officials from fulfiling their domestic responsibilities, such as
detecting drugs. As a result, the SFI program at the Port of Southamplon s
now solely supported by CBP officers working directly with the terminal
operalor,
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Tabla 2: Information on Ports Initially Agresing o Participate in the 5F| Program

5Fl port Oate af 5F1 operalions

Qaeim, Pakistan Qolober 12, 2007 o present

Puerio Cores; Honduras Crotober 12, 2007 to prosent

Southampion, Unded Kingdom  October 12, 2007 o present”

Heng Komg January 11, 2008 to April 30, 2002

Busan, South Korea March 18, 2009 1o present

Salaizh, Oman Pragram poslpaned with no planned inikafion daia
Singapors" CBF and the Government of Singapore mutually

agreed the Port ol Singapom would vl pariicipats in
SF1 prior fo eperations beginning

Source GAC ara ke of oyl prvesied by CE

*arraugh SF| operations at the Pod ol Soufimplon are enpaing. the S5 pragram is oparaled selely
by CBP offcials. United Kingdom customs withdrew ils participation fram fhe program in Apeil 2008,
gftar the &-monis arranpament il fsd o participaie coma (oan end.

“Whis CEF and the Govemment of Singagona inilially sigied 4 declaration of pAnciples in Decambar
007 0 esmblish the Part ol Singapore’s participation in the 5F) program, this decision was iakar
mutually Fescinded

Among ports that participated in the SF1 program, the largest port In terms
of container volune shipped to the United States, the Port of Hong Kong,
participated in the program for about 16 months—scanning containers at
one of the nine terminals on a voluntary basis, The program ended as
scheduled in April 2000 and was not renewed at the mufual declsion of the
Hong Kong government and DHS, Discussing their decision not to extend
SF1, Hong Kong port officlals observed that CBP-provided statisties
showed no trade facilitation benefits for containers passing through SFI
scanning and noted CBP's efforts to focus container scanning at those
ports where there was greater risk, They also stated that they saw no
benefit to participation it the program in terms of their own port security
and expressed concerns that equipment and infrastructure costs, as well
as costs to porl efficlency, would malke full implementation of the 5F1
program at all of its terminals unfeasible.

Similarly, according to CBP offictals, the government of South Korea
agreed to allow the Port of Busan to participate in the 5F1 program for 6
maonths at one terminal at the perl. CBP officials stated that the Sauth
Korean government has agreed to extend the program for another 6
months, but no permanent arrangement has been reached,

In addition, two ports that had initially agreed to participate in the
program have since withdrawn or postponed their operations, DHS and
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the government of Singapore mutually agreed to suspend the SF1 program
at the Port of Singapore before the program began scanning operations,
noting concerns aboul the poténtial adverse impact on port efficiencies
due to the large volume and complexity of operations at the port, In this
instance, both DHS and Singapore agreed that the benefits of initinting the
program with existing technology were outweighed by the potential
impact the operations could have on trade flow through the port. Also,
according Lo CBP afficials, Port. Salalah in Oman had initially agreed to
participate in the SFI program for & months. However, according to U5
government officials, implementation of the SFI program at Port Salalah
has been postponed due to port management concerns regarding the
seope, time line, and criteria for suceess for the program. The officials said
that U.8, government personnel are working with Omani Costoms to find a
path forward, but no firm plans or time line yet exist for initiating 5F1
operations al the Port of Salalah,

Government officials we spoke with in Asia and Europe generally stated
that they viewed the implementation and operation of the SFI program 1o
be a pllot—with a definite start and end date—to determine the feasibility
and usefulness of further implementation, As such, they stated that they
do not view the SFI program as being permanent,

Scanning Rates at Larger
SF1 Ports Have Been Far
Short of 100 Percent

While CHP has been able to scan a majority of U.S.-bound cargo
containers from three comparatively low-volume ports participating in the
SF1 program, at two higher volume poris-—which constitute approximately
|7 percent of containers arriving in the United States—it has been able to
gran no more than & percent of US.-bound cargo contuners, on average,
mesl of which were scanned after they were determined to be high risk by
CHP officers as part of the CSI program, according to CBP officials.™ As
shown In table 3, at Port Qasim, Puerto Cortes, and the Port of
Southampton—which together account for 2.4 percent of LS. -bound
cargo containers with little or no transshipment cargo conlainers—CBP
has been able to scan, on average, 54 percent to 86 percent of the L5
bound cargo containers. In contrast, at the Ports of Hong Kong and
Busan—which together account for 16.6 percent of LS. -bound cargo
containers and have larger percentages of transshipped cargo-—CBF has

= Deuder the 081 program, CBP personnél work with hest country customs officials to
irlimtiby higherisk carpo befare it 15 Inaded on a US-bound vessel, CBP officials then
redpuest that thesr foreign oounterparts examing the contents aof e containes
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been able o scan, on average, 3 to 5 percent of the 1.5 -bound cargo
containers. CBP officials stated that while scanning percentages are low,
operations at these ports have been limited to a single terminal or toan
area within a single terminal, They added that these larger ports would
only agree (o participate in the program if SF1 operations were limited in
scope, and the agency has worked with host govermments to expand
operations, However, us of yet, CBP has not made arrangements Lo expand
operations at these ports.

Table 3: Data on Contalners Scanned and Container Volume at SF1 Pons

Average poarcentage of LLS.-
bound canteiners scannoed
durirg SFl program

Rank of 5F1 poris in  Percentage of all cargo

MNumber of U, -bound terms of volume of  containers that errived

containers exported from  containers exporled to  |n LS. from 5F ports,

5F port RPM" Ml SFI ports, fiscal year 2008 the LS., fiscal year 2008 ligcal year 2008
Casim’ &5 B& 20,10 Bis 3
Pusno Cories’ 6 7B 188,438 21si 1.8
Southamplon” b4 5] 20.687 &3rd 0.2
Hong Kong' 3 BO4 080 ard agz
Busan® 5 Fen.6a2 dih 7.4
Salalah Myl operational 5,053 3T 0&

Bauron: G0 ReafySia o} dain provisod by GAP
"Tha radialios deleclion aguipment isad o scan contaners aré relerrad io as radialion ponal
mardioes (RPRL

‘Seanning parcentages al Port Qasim, Peario Cortes; and 1ha Por of Soumamdian refact oparagans
conducied tram Novemper 2007 (hraugh Mey 2009

“Seaning parcentages &1 e Fort of Hong Kong refisct operafions conducted from Fabnuary 2008
hrough Apel 2004,

*Geanning percaniages at tha Port of Busan refisct oparations conducted from Apre 2005 frough
May 2000,
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The Feasibility of 100
Percent Scanning Remains
Largely Unproven as
Efforts to Implement and
Operate the SFI Program
at Participating Ports Have
Confirmed Previously
Identified Challenges

To date, attempts (o implement 100 percent scanning at foreign ports have
confirmed challenges, some of which we and CBP have previously
reported ¥ For example, challenges associated with the perceived salety of
the N1l scanning equipment, scanning cargo containers arriving at a port
by rail, or scanning transshipment cargo containers, among other things,
have prevented CBP from achieving 100 percent scanning at participating
ports.” Specifically:

«  Salely Concerns: Port officials at five of the seven ports that initially
agreed to participate in the SF1 program expressed concerns regarding
the safety of drivers and port operators who work near NI scanning
equipreent, which generates radiation in order to generate an image of
a container’s contents, CBP provided information or conducted town
hall meetings on the safety of the equipment to officials and workers al
participating ports; However, to address these concerns and allow for
the equipment to be used, port officals required that passage through
the NII equipment at the ports of Hong Kong and Busan be voluntary,
thus limiting efforts to test the feasibility of using the NIl equipment, as
well as the SF1 program’s overall effectiveness.

»  Logistics: Logistics issues and costs associated with moving cargo
containers to scanning areas at the Port of Southampton resulted in
the cessatlon of scans of cargo containers arriving by rail. Initially,
CBP and the terminal operator agreed that the terminal operator
would absorb the costs 1o place cargo containers arriving by rail onto
trucks so that those containers could pass through SF1 scanning
systems, at a cost of approximately #60 per container, bul this
arrangement ended in April 2008,

+ Transshipment: Transshipment cargo containers—those taken off of
one vessel to be placed on & U.S.-bound vessel—present significant
challenges to scanning because of logistical difficulties associated with

FEACOSETT, In this testimony we cited the following potential challenges to conducting
100 percent seanming workforee planning, host nation examination proctices, messunng
perfarmance, resource responsibilities, logisticd, technology and infrastruclire, use and
ownership of data, gensistency with risk management, and reciprocity and frade concernis

* Some examples of these challenges cannot be Mcluded in this report due 1o the secanty
gepsitive pature of the information. Bather, we have dncheded examples from public
clodnmiErnils,
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