transparting these containers,”™ Transshipment cargo conladners are
only available for scanning for a comparatively short period of tme
and may be difficult to access. For example, UK customs officials
stated that it was not possibile Lo route ransshipment containers thal
arrived by sea through the SFT equipment. As a consequence, the
seanning of transshipment containers was delayed at the Port of
Southampton, United Kingdom. Further, In April 2008, the Acting
Commissioner of CBP testified that there is no proven technology that
can scan these confalners,

« Eqguipment Breakdowns: Scanning and communication equipment
breakdowns have ocourred al several poris. For example, two ol the
three seaports fully participating in the SF1 pilot program experienced
weather-related mechanical breakdowns of scanning equipment.
Specifically, at the Port of Southampton, a piece of radiation scanning
equipment failed because of rainy conditions and had to be replaced,
resulting in 2 weeks of diminished scanning capabilities. Additionally,
Port Qasim in Pakistan has experienced difficulties with scanning
equipment. because of the extreme heal, Because of the range of
climates at the more than 600 foreign ports that ship cargo to the
United States, these types of technological challenges could be
expericnced elsewhere.

Additionally, while cargo containers may be scanned at SFI ports, the
images obtained through these scans may not always be sulficiently clear
to determine the potential presence of WMD. For example, we observed
that some trucks carrying cargo containers at the Port of Hong Kong
passed through imaging equipment too quickly to obtain a clear enough
image to verify the contents of the container. This problem is not isolated
tor seans that were taken at the Port of Hong Kong, as CBP officials at the
Port of Long Beach also showed us images taken al other SFI ports that
were nol clear enough to read because the driver drove through the NII
equipment too quickly. The CBP officials also showed us an image in
which one-third of the container was not captured. The CBP officials
further explained that. if the container was determined (o pose a risk for
terrorism by CBP through targeting activities, it would need to be

= Aveosding ti DOE, while scanning transshipment conbdoness refalis & signifionmt
chatlenge, DOE has madified corrent rdianon detection technologies to stan'a high
percentage of transshipped containers at some foreign ports. For example, m Freeporr,
Fatamas, DOE mounted madintion detection panels on straddie carrers to scoan
transshipped containers while stacked in the conbainer yard,
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CBP Plans to Improve
Container Security
Through Two
Initiatives, but These
Plans Will Not
Achieve 100 Percent
Scanning and Will
Require a Process to
Grant Extensions to
Noncompliant Ports

examinegd again with imaging equipment upon arrival in the United States
because of the inadequacy of the image scan at the SFI1 port.

CBP plans to implement SFT at select ports it believes would help mitigate
the greatest risle. CBP officials maintain that this strmtegy, combined with a
plan to gather additional cargo container information, would enhance
container security. However, DHS and CBP acknowledge that not all
foreign ports will be in a positlon o scan 108 percent of U.S.-bound eargo
pontainers by July 2012, While CHP has expressed concerns aboat the
feasibility of scanning 100 pereent of 1.5.-bound cargo containers, it has
not conducted a feasibility analysis of expanding 100 percent scanning 1o
nonpilot ports, as required by the SAFE Port Act. Also, because of
concerns about the feasibility of the scanning requirement, DHS plans to
issue a blanket extension for all ports pursuant to the extension provisions
ol the 811 Act.

DHS Plans to Improve
Container Security by
Expanding SFI to Strategic
Caorridors and Gathering
Additional Data for
Assessing Risks

DHS Plans to Improve Security
by Expanding SF1 to Strategic
Trade Corridors

In April 2009, the Secretary of DHS endorsed the strategic trade corridor
strategy as the path forward for implementing the SFI program. The
Secretary was presented with three options ranging from implementing
SFat 70 ports that account for shipping over 80 percent of UL.5-bound
containers to seeking repeal of the 100 pereent scanning requirement. The
strategic trade corridor strategy selecied by the Secretary focuses cargo
container scanning efforts on a limited number of ports where CBP has
determined SFT will help mitigate the greatest risk of potential WME from
entering the United States.” CBP determined which ports were strategic
by working with DOE to develop a joint analysis of the potential risk of

#* Aceording to CBP officinls, the agency’s plan is 1o scan Uhise CONEALLETE AITIVING l_n'tmi:lr-
gt strategic ports, untl] the technology is avaitable 1o scan transshipment contabmers
without dismupting the fow of trade
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CBP Plans to Improve Security
by Gathering Additional Data
through its 10+2 Program for
Assessing Risks

cargo containers from all foreign seaports that ship directly and indirectly
to the United States, This analysis focused on issues such as known
smuggling routes, volume of container traffic, proximity (o apecial nuelear
material sources, and known presence of terrorizt cells operating in the
counlry &ni according to CBP, had been validated by the intelligence
community. DHS has endorsed the strategic trade corridor concepl,
recognizng DHS will fund the majority of costa if not all, but has not yet
finalized decisions regarding the specific number of strategic ports to be
included or developed a time frame for implementation. However, it is
unclear whether DHS intends for the strategic trade corridor strategy to be
implemented In liew of the 100 percent scanning requirement. or whether it
is an Initial step towards full implementation at all ports. While DI is sl
developing specific details, CBP is working on expanding the SFI program
o sirategic ports.

CBP officials stated that the strategic trade corridor strategy, combined
with additiona] information on .S -bound cargo containers it receives
through the recently implemented “10+27 program, will enhance container
security. The Importer Security Filing and Additional Carrier
Requirements {also known as "104+2") is a regulation issued pursuant Lo
the SAFE Port Act that requires importers and vessel carriers o provide
additional data elements for U8, -bound cargo containers to CBP. As of
January 2000.7 the importer is responsible for supplying CBF with 10
shipping data elements, including shippers” addresses and cargo
destinations, 24 hours prior to lading. Additionally, the vessel carrier is
required to provide 2 data elements, the vessel stow plan, which is used (o
identify the location of containers onboard a vessel, and container status
messages, which are nsed (o track the movement of containers through
the supply chain. The data supplements the advanced cargo data CBP
receives through the 24-hour rule. CBP believes the additional data
provided through 1042 will enhance security by improving the targeting
process used to identily contalners that may pose a risk for terrorism.

= Althéangh 310+Z went into effect in Janoary 2000, CRF bas implervented o ‘fexible
enforcement perod’ witll Janwary 2000, or later, (o alkw indestoy an opgoraity to
brecomie nmiliar with and adjust to the nes requiremnents.
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While DHS and CBP Question
Ability to Achieve 100 Percent
Scanning, They Have Not
Conducted a Feasibility
Analysis

While security may be enhanced through the strategic trade cormidor
strategy and 10+2 program, these efforts will not achieve the (W11 Act
requirement to scan 1 percent of 15 -bound cargo containers by July
2012, Furthermaore, DHS and CBP do not have a plan on how they will
work with foreign ports to ensure that 108 percent of T1.8.-bound cargo
containers are seanned by July 20012 to mest the requirements set forth m
the 811 Act. According to DHS and CBP officials, they have not developed
a plan to achieve 100 percent scanning by July 2012 because challenges
encountered thus far in implementing the SFI program indieate that
implementation of 100 percent scanning worldwide by the 2012 deadline
will be dilficult to achieve. While both DHS and CBP question the security
value and feasibility of achieving 100 percent scanning by 2012, they have
vet to conduct an analysis of the feasibility of scanning all U5 -bound
contalners to demonstrate whether the /11 Act requirement can be metl.
The SAFE Port Act requires an analysis of the feasibility of expanding
scanning to other foreign ports participating in the Container Security
Initiative. ® Furthermore, standard practices for project management call
for the feasibility of programs to be considered early on, which can be
done through evaluating alternatives.”™ CBP should determnine whether 100
percent scanning is feasible and if so what is the best way to achieve it, or
if it is not feasible, what are the other altermatives, The analysis should
consider the scope, ohjectives, time line, and resources needed to achieve
1{} percent seanning or the alternatives, il appropriate. Such an analysis
would ensure that a complete assessment of feasibility is conducted and
the results are communicated se that DHS and Congress could determine
key challenges, ways they can be addressed, and potential courses of
action for enhancing container secuarity.

BEUEC § MIdNEL Neither the SAFE Post Act nor its legiskative history contiing an
explicit defimition of the term “feasthility” with respect o the Scanning requirement
However, the act indicates that the pillot-related “need and feasibility analysis” should
inghisde soane of the following factors: (1} infrstructuee requirernents, (2] effect on peerage
pincessing time for contadners, {3) sealability to meet corront and fiture fovecasted trade
Mevws, {4 ) ability of system 1o madntain and catalog appropriate dats for reference and
anabysis, (5 cost foinstall and mainiain an integrated scanning systemn, {5 ability of
administering personnel to efficiently mannge anid tilize the data, (7) the ability to
suleguard commercial data generated, ad (51 an assessment of the reliabiliny of currently
avaifithls technelogy o implement an integrated scannmd System

# The Project Manmgrment [nstitute, A Gudde 1 the Profect Management Body of
Humaterge.
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DHS Plans to Grant
Blanket Extensions to
Ports Unable to Meet the
2012 Deadline

DHS acknowledged it will not be able to meet the July 2012 deadline for
full-scale implementation of the 811 Act’s scanning requirement and will
need to grant extensions to those foreign ports unable to meet the
sceanning deadling in order to maintain the flow of tade and comply with
the W11 Act prohibition on allowing contalners that have not been scanned
toenter the United States. To grant an extension, the 711 Act requires DHS
to certify that at least two of six conditons exist” The act also requires
DHS to report to Congress 60 days before any extension takes effect on
the container traffic affected by the extension, the evidence supporting the
extenston, and the measures DHS is taking to ensure that scanning can be
implemented as early as possible at the ports covered by the extension,”
DS has the anthority to grant extensions to any number of foreign ports
for which at least two of the six conditions exist, which could mean
granting a blanket extension to all ports where such conditions exist or on
a part-by-port basis. Granting extensions on a port-by-port basis could,
according to international organizations we spoke with, potentially give a
competitive advantage (o some poris and lead (o trade disruptions. Thoy
cited a possible example where one port that invests in scanning
equipment would be able to meet the scanning requirement, but another
port that does not invest in scanning equipment could not meet the
requirement. If the latter port gets an extension, it could have a temporary
competitive advantage over the former port because its costs of operations
do not include the costs of Investinents in scanning equipment. Similarly,
officials from Industrial Economics, Ine.—a firm contracted by CBP to
assess the econamic impact of 100 percent scanning—told us that if
multiple ports in an area are accessible and one port does nol have a
seanning system but is temporanly exempl from the 100 percent
requirement, it may gel a competitive advantage in the region because the
private industry would likely choose to ship containers from ports where it
believes it will experience the fewest delays,

e W11 Act scanning requirement authonzes DHS to grant extensions for a port or pors
if at least two of the following six conditions exist (1) equipment 1o scan all U.5-bound
comtainers i not gvallable for purchinse and mstallaton; (2) equipment 10 scan all U.5.-
bound contabnen does fot have asufficiently b false iacn mte; (3] equipment o sean
all 175 -bound containers candor be purchased, deplogped, or opensbsd ol o port or ports
{ineluding whers this is due to the physical charactenstics of the port); (4) squpment 1o
sz all LS o contuners cannot be integrated with existing systems; (G) use of Lhe
equspment to scan all LLE-bound contadners would significantly impact trade capoeity wyd
ihe flow of carge; or (4] the scanning equgmen does not adeqantely provide automaric
notification of ay andmaly in o comtainer, 6 ULS.C 5 BRND 4L

8.0, & DB b8,
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CBP Has Not
Identified Total
Program Costs of SFI
Implementation or
Conducted a Cost-
Benefit Analysis to
Assist in Evaluating
Alternatives to
Achieving the 100
Percent Scanning
Requirement

[Dunng the course of our review, DHS was developing its approach for
granfing extensions. CBP program officials told us that DHS had been
considerng granting extensions on port-by-port basis, which they stated
would be a lengthy process, According (o these officials, site surveys
would be needed to assess each of the ports that ship containers directly
to the United States Lo determine the feasibility of establishing a scanning
system, CBP program officials estimated each site survey would take
approximately 2 weeks to complete, plus the additional tme needed to
draft the report to Congress justifing the extension. In September 2004,
DHS officialzs told us that the department had determined that port-by-port
site visils were nol required to inveke a condition Lo claim an extension,
According to DHS olficials, at least some of the conditions listed in the
11 Act as a basis for granting extensions can be applied systemically to
all ports mther than on a port-by-port basis. Al a minimum, DHS believes
thie Last two conditions—use of the equipment to sean all ULS -bound
containers would significantly impact trade capactty and the flow of cargo,
and scanning equipment does not adequately provide antomatic
nedification of an anomaly In a container—could apply to all foreign ports
and, thus, may warrant the use of a blanket extension. DHS officials
acknowledged that their current position could change if there are
significant changes (o.g., advancements in scanning technology  before the
July 2012 deadiine.

CBP and DOE have identified costs borne by the U5, government for
implementing SFl—about 100 million to date—but CBP has nof
developed a cost estimate for future US. program costs, or conducled a
cost-benefit analysis that compares the costs of the scanning requirement
with other altematives, such as the strategic trade corridor strategy, In
addition, CBP has not estimated cosis to stakeholders, such as foreign
governments and terminal operators; or nonfinancial costs, such as trade
disruptions, which could be greater than operating and maintaining the
SCANMING Sysenmns.
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9/11 Act Does Not Specify
Funding Responsibilities,
but the United States Has
Paid Most SF1 Costs o
Date

CBF and DOE Have Funded
Much of the Cosis at SF1 Ports

Thie SAFE Port Act reguires CHBIP to report on ULS. government costs of
deploying integrated scanning equipment at foreign ports as part of the 5F1
program, and CBF and DOE have identified costs bome by the United
States of about $100 million for implementing and operating the 5F1
progrim al six participating ports through June 2008, While CBP and DOE
have purchased cargo container scanning equipment thos far for foreign
porls that have participated in the SF1 program, it is unclear who will pay
for additional resources—including increased stall, equipment, and
infrastruciure (o contnue the program-—or who will be responsible for
operating and maintaining the equipment used for the 100 percent
seanning statutory requirement. While [DHS has the anthorty to provide
nonintrusive inspection and radiation detection eguipment to foreign
poris, neither the SAFE Port Act nor the $1 1 Act specifies who is to pay
for the scanning of U.5-bound cargo containers at foreign ponts.™ While
the Congressional Budget Office assumed that forelgn ports would pay for
installing and maintaining the systems al their ports as a means for
continuing trade with the United States, the U5, government has bome a
majority of the SFI progrun cosis to date:™ DHS officials stated that they
anticipate that the U.S. government will continue to pay the majority of the
costs for implementing the SFI program. Table 4 provides additional
detalls on SF1 costs by port and department.

= e 5 1ESC § BE3,

# Congressional Budger Office Cost Estimate, HUE | Implementing the 811 Copmissson
Recommendations Act of 20807 (Feb. 207
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Foreign Governments and
Terminal Operators Have Also
Funded Costs, but Expressed
Unwillingness to Do So Going
Forward

F— = SERERRE ST e = s S
Table 4: Costs Incurred by DHS and DOE 1o implement and Operate 5F1 Program,

through Juns 2009

Doflars i thowsantds

SFi port DHS DOE
Pait Cassm, Pakisian 5,205 3235
Fuero Cortes, Henduras $1,048 34,393
Part ol Sowthampton, Unted Hingdom H4, 081 210,125
Port of Hong Kong 53,550 51,414
Fart ol Busan, South Korea 53,643 50,384
Pord Salilah, Oman 56,620 Fraea
Por ol Singapone 305 2 026
Cosis nol alinbutable by por 20,860 £0
Tolal £53.313 543,306

Sbpros. i Bali e il Dy DHS 3 DOE

Government officials [rom Europe, Asia, and the Middie East that we
spoke with have stated that the SFI program and 100 percent scanning are
primarily for the security benefit of the United States and, as such, they
are unwilling to pay for this security inltiative. However, while the [1.5.
government has paid a majority of the costs for implementing the SFI
program at participating ports, foreign governments have incurred
personnel, infrastructure, and other costs to implement the program. For
example, the Customs service in the United Kingdom dedicated 12 officers
to wark on the SFI program for & months, and the Tong Kong Costoms
service dedicated a team of 18 officers to work on the SF] pragram and
pulled officers from other teams, as necessary, to conduct more thorough
examinations of container cargo using equipment to determine whether
radiation being emitted from a container is dangerous. Terminal operators
have also incerred costs for implementing the SF1 program. For example,
one terminal operator at the Pont of Hong Kong set up a control room and
an information technology infrastructure to suppori the 3F1 program at ;&
cost of approximately $260,000, Additionally, the terminal operator at the
Pori of Southampton paid approximately $60 per container Lo move cargo
containers amiving by rail to the scanning facility. Further, European
customs officials stated that to fully implement the 10 percent scanning
requirement at large ports with complex operations would likely result in
the need for a fundamental redesign of several porls, entailing substantial
costs o lermbinal users,
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Terminal Operators Propose a
Separate Model to Parchase,
Operate, and Maintain
Scanning Equipment at SFI
Ports

[ damary 2008, a consortium of four intermational terminal operators
formed the Terminal Operator Security Study Group to examine the 100
percent scanming requirement and outling polential collaborative
approaches to expand the SFT progoum in parinership with the U5,
governiment,” The group proposed, among other things, that the U8,
govermment reach out to host governments to determine the extent to
which terminal operators could be involved In ranning portions of the 5F1
program in foreign countries. According Lo an official from the group, if
foreign governments do not want to conduct scans of ULS.-bound
contalners, terminal operators would purchase, operate, and maintain the
SFI equipment for scanning cargo containers entering the port, on trucks,
Transshipment cargo containers would not be included in the program,
however, since no fechnical solution currently exasis for scanning these
containers, The terminal operators would also be responsible for
adjudicating scanning equipment alarms with lecal government officials.
Terminal operators would recoup their costs for purchasing, operating,
and maintaining the equipment by charging a fee (o users of the terminals.
An official from the consortium stated that st ports where the volume of
cargo containers Is such that fees would not cover the cost of purchasing,
operating, and maintaining the scanning equipment, the 1.5, government
would be responsible for covering the cost of SFI program operations. In
addition, the 1.5, government would be responsible for purchasing and
operating equipment to conduct secondary inspections—more involved
inspections of cargo containers determined Lo pose a fsk—as well as be
responsible for providing personnel 1o review scanned images of the cargo
containers, According to the terminal operators’ representative, this model
would lessen the financial burden on the U5, government and allow for
scanning equipment to be deployed to the terminals where these terminal
operators are located in about 183 months.

DHS has indicated that it is open to the possibility of working with
termina! operators to receive sean data; however, CBP officials stated that
they do not approve of the plan proposed by the Terminal Operator
Security Study Group because terminal operators have an incentive to
move cargo containers through their facilities quickly and there is lttle
assurance that they will adequately review scanning equipment outputs.
Thi officials also stated that this proposal is nol consistent. with CBP's
strategic trade corridor strategy—which aims to focus scanning efforts at

* The four member tepminal opepstos are APM Terminils, PSA Intemational, Hutchison
Fort Holdings, and Dubal Poris Waorld
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those ports where doing so would provide the greatest benefit—because i1
includes ports outside the proposed corridor.

CBP Has Not Developed
an Estimate of Complete
1.S. Program Costs or
Performed a Cost-Benefit
Analysis that Includes
Other Economic Costs

While CBP has reported costs of the SFI program to date, it has not
developed a comprehensive life-cycle cost estimate for full
implementation of 100 percent scanning of US.-bound cargo containers,
CBP reported in December 2008 that establishing a single scanning lane
costs approximately 9,7 million for infrastructure, construction, and
equipment and roughly 2, 100 scanning lanes would be needed al forelgn
ports to fully implement the program at all ports that ship cargo to the
United States. CBP acknowledged that this 520 billion estimate of program
implementation costs was rough and based on the costs of implementing
SF1 thus far. CBP officials also developed rough implementation cost
estimates for potential deployvment options for SFT consistent with ils
secure trade comidor strategy. These estimates range from 5500 million
{(with masl SFI costs paid by the trade community or foreign governments)
to $1.6 billion (with SFI costs at 70 ports paid by DHS}. However, the
officials acknowledged that none of these estimates were developed in a
manner consistent with the DHS cost estimation guldelines. CBF officials
stated that they have nat developed a more comprehensive cost estimate
because DS has not specified a clear path forward for the program. CBP
afficials added, though, that It is difficult to estimate the cost for
implementing SF at a single port without conducting a thorough
assessment of the port and obtalning the input of lecal government
officials. Given the agency's limited resources they stated that they cannal
eanduct. these types of detdiled assessments at all ports thal ship cargo
containers to the United States. These officials added that any estimates of
costs for full implementation would be of limited use given the complexity
and variabilily of operations at individual ports. Additionalty, officials from
Industrial Economics, Ine. concurred that cost estimating would be
difficult because of the different factors beyond CBF's control thal would
need to be considered, Including whether the port was publicly or
privately held, whether port operations are centralized or spread out over
a large geographic area, the willingness of the host government to
aceommaodate the scanning program, and whether and to what extent the
port had communications and information technology infrastructure
avallable,

While 1.8, program cost of implementing the SFT program at individual
ports will likely vary based on factors beyond CBF's control,
commonalities exist among ports that allow for assumptions to be made
regarding costs for program implementation. Examples of such
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commonalities include the need for inspection equipment at foreign ports
partictpating in the program-—which has generally been paid for by the
.5, government—and the need for personnel to review images preduced
by imaging equipment. DHE's guidance on cost estimation states that
program managers need to keep analysis of costs moving forward, even in
periods of ambiguous, partial, or even missing information, and that this is
best manage:d by making assumptions to resolve uncertainty and allow
analysis to continue.™ Further, as we have previously reported, having a
realistic cost estimale makes for effective resource allocation and
increases the probability of a program's success,” Additionally, a cost
estimate can serve &5 a basis for establishing and defencding budgets and
driving affordability analyses. A cost estimate also helps agencies
determine whether a program is feasible and the resources needed o
support It While we recognize thal CBP may have difficulty developing
cost estimates because of the uncertainties and assumplions that will have
to be made, having a more comprehensive cost estimate could provide
UBP with valid cost iInformation to share with Cangress to allow it to make
sound and prudent decisions regarding SF1 program implementation, and
could beiter position CBP and Congress to evaluate aliernatives for SF
program configuration and implementation.

In addition to not identifying estimates of LS, program costs, CBEF has not
developed estimates of economic costs to other stakeholders such as costs
that would result from lowering terminal efficiency. For example,
Industrial Beonomics, Inc. concluded that 100 percent scanning will likely
reduce port and terminal efficiency as well as increase costs. Officials
from Industrial Economics, Inc, stated that these increased costs would be
due to eosis to accommodate scanning—additional land, labor, and
equipment—as well as to delays caused by 100 percent scanning. These
officials alse stated that while the precise degree to which costs may
increase is uncertain, some costs could be substantial, particularly for
larger volume ports or ports with significant amounts of transshipment
cargo containers as operations at these ports would need (o be more
signiflcantly altered to accommodate 100 percent scanning, Further,
officials Mrom the World Bank and the WCO with whom we spoke stated
that implementing 100 percent scanning would likely create additional
shipping costs In certain parts of the world because of changes in trade

* pepartment of Homeland Security, Cost-Bengfic Analysis (CBA) Gridebook

¥ 4 reabistic cost estimate is developed wsing four characterstes: well-dooumented,
comprehensive, accurate, and credible. For addittonal informition see GAD-OU-35E,
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routes that would be necessary. In particular, the officials stated that LS.
bound cargo containers may have (o be funnefed through hub ports that
could accommodate and eperate the scanning equipment before the
containers are then shipped to the United States. They noted that these
additional logistics costs would have a disproportionately negative
economic impact on developing economies and countries with
comparatively small ports,

Furthermore, CBP has not performed a cost-benefit analysis 1o assess
alternatives to achieving 100 percent scanning, such as iis proposed
strategic trade corrdor stralegy and, as appropriate, other alternatives for
enhancing container security. According to CBP officials, they have not
performed this type of analysis because it 1s not legally required since the
100 percent scanning requirement was mandated and nol initiated by CBF.
Although we recognize the 100 percent scanning requirement wWas
mandated by law, development of a systematic cost-benefit analysis,
which incorporates more comprehensive cost estimates, could befter
inform CBP and Congress of the relative costs and benelits of different
alternatives for achieving 14 percent scanning of U.5.-bound goods from
all ports that ship directly to the United States as well as alternatives fora
path forward to enhance container security. This type of analysis could, in
turn, help DHS and Congress identify whether and to what extent other
viable options exist to unplementing the 100 percent scanning
requirement

The Office of Management and Budget states that any cost-benefit analysis
that serves as a basis for evaluating government programs or policies
should identify and measure overall societal costs and benefits, not solely
costs and benefits to the federal government.” For example, as discussed
later in this report, the lmplementation of the 100 percent scanning
requirement could potentially create challenges to the continued operation
of CBI's existing layered security programs and hinder their
implementation by reducing the willingness of foreign countries and
inclustry to participate. If participation is diminished, this could constitute
a cost {e.g., reduced implementation and effectiveness of other programs),
which would be one element 1o consider in any cost-benefit analysis. As
noted earlier, other costs beyond the federal government are those
incurred by foreign governments, the shipping industry, and consumers.

Mope Cirenlar No, 04 Gridetines and Discount Setes for Benafi-Cost Anoluses qf
Fodornl Progranis.
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Further, OMB cites as a keyv element of cost-benefit analysis the
considerziion of allerrualive means of achieving program objectives by
examining different program methods of provision and different degrees
of govermment involvement. Additionally, DHS's Cost-Benefil Analysis
Guidebook states that cost-benefit analysis is designed to identify the
supenior financial solution amongst competing alternatives, and that it is a
proven management tool to support planning and managing costs and
risks.™ By ntilizing cost-benefit analysis to compare the current
implementation requirements of SFT with other alternatives, which might
Iinclude its proposed strategic trade comidor strategy or CBP's existing
layered strategy, CBP could more fully ensure that it is efficiently
allocating and prioritizing its limited resources, as well as those of
individual ports, in a way that maximizes the effectivencss of ils cargo
container security efforts, This analysis could also provide information on
other potential alternatives for achieving the 100 percent scanning
requirement,

Requirement for 100
Percent Scanning
Creates Potential
Challenges for CBP
that May Hinder the
Continued Operation
of Existing Container
Security Programs
and Raises Concerns
with International
Partners

The 100 percent scanning requirement is a departure from several existing
container security programs, which creates potential challenges for CBP
as {1 may hinder the programs’ eontinued operation. The scanning
requirement differs from existing container security programs because Il
requires CBP Lo scan all containers before perforining analysis to
determine their polential risk level, Our work also indicates that the 100
percent scanning requirement could hinder implementation of some
existing container security programs by reducing the willingness of some
foreign governments o work with CBP to identily and examine containers
al their ports, and the willingness of some private companies to partner
with CBP to improve thelr internal gsecurity programs. Some foreign
governments have expressed concem that the 100 pereent scanning
requirement is being put forth solely by the United States, in contrast 1o
existing container security programs that were negotiated multilaterally or
bilaterally with willing pariners. In addition, some foreign governments
have expriessed the possibility of imposing a meelprocal scanning
requirement on the United States.

® Department of Homelind Security, Cost-Hmagfit Analgsis (CBA) Guidhonk,

Tage 390 GAD-10-12 Supply Chain Security



The 100 Percent Scanning
Requirement May Hinder
the Continued Operation
of CBP's Existing
Container Security
Programs

Automated Targeting System
(ATS)

Container Security Indtiative
(CSI)

Our wark has indicated that the 100 percent scanning requirement is a
departure from existing container security programs built on bilateral
partnerships with foreign governments and the private sector. This
gituation may hinder continued operation of these existing programs,
depending on how the SFI program is expanded and how the 1 percent
scanning requirement is implemented.

The 100 percent scanning requirement is a departure from CBF's use of
ATS and the 24-hour Tule to first determine risk before scanning
containers. Through ATS and the 24-hour rule, CBP gathers advanced
information on U.S-hound cargo containers provided by carriers and
importers and makes determinations as to the risk level associated with
the cargo containers before using imaging equipment Lo examinge
containers’ contents. At CSI ports, when it is determined through
advanced information that a L5 -bowund container poses some potential
rizk of WMD, CBP typically requests that the host government sean the
container with radiation detection and N1 equipment. If these scans
indicate the potential presence of WMD, CBP requests that the hoat
government conduct physical examination of the container, which could
involve physically removing the container's contents for inspection, [f the
host government, declines a request to give the container additional
acrutiny, CBP can issue a "do not load” order for the container—so it is
refused entry onto the vessel—or flag the container for further Inspection
upon arrival al a domestic port. In contrast, under the 10} percent
seanning concept required by the %11 Act, all U5 -bound containers are
required (o be scanned with radiation detection and NII equipment before
any analysis of risk. At the three operational SFI pllot ports we visited, we
observed CHP officers reviewing scanning equipment outputs without the
use of ATS targeting information. Information is generally not available in
ATS at the tme of scanning since conlainers are being scanned upon
arrival at the foreign port before the container’s information is received by
CBP under the 24-hour rule. Thus, depending on how SF1 and the 100
percent scanning requirement are implemented, CBF may face challenges
in integrating the seans into its existing ATS program to identify high risk
confalners,

Depending on how it is implemented, SF1 ¢r other efforts to achieve 100
percent scanping may potentially replace the CSI program at foreign ports.
CBP built the CSI program on bilateral partnerships with forelgn
governments that allow CBP to place its staff at 58 {oreign ports to work
with host country customs officials to identify and scan high-risk cargo
before it is shipped to the United States, CSl allows for a reciprocal
arrangement [n which foreign governments may also place stafl at US.
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C-TPAT and AEQ Programs

poris.” According to CBP, the strength of the CSI program is the
information gained from host government officials that CBP would
otherwise not have access to, We have also previously reported instances
where the 5] program establishes trust and collegiality, leading to
inereased information sharing, as well as more effective targeting and
examination of high-risk cargo containers. For example, CBI officers
noted instances in which host government customs officials would notify
them of cargo contalners they thought could be high risk so that CBP
could take a closer look at the information available in ATS related to the
containers, However, our work at three of the four operational pilot ports
indicates that implementing the SFI program at foreign ports could result
in reduced collaboration between CBE and host govermment customs
officials or the end of the CS! program. For example, at the Port of
Southampton, United Kingdom, customs officials previously worked side
by side 1o share information with CBP officers as parl of the CSI program
and during the initial transition from OS] to SFT. However, United Kingdom
customs officials no longer participate In SFT, as they withdrew their
support. for the program after the first § months of operation, which was
the agreed-upon time frame for their participation. CBP officials stationed
at the Port of Southampton stated that it has been more difficull 1o have
gontainers they determine may pose some risk physically inspected by
their British counterparts because of this reduced interaction cansed by
the tranzition from CSI to SFL This reduced interaction and challenges in
having L.5.-bound containers physically inspected may be because the
port’s participation in the program was viewed by the Britizh government
as a pilot and would not necessarily occur when implementing SFT or
anather form of 100 percent scanning on a more permanent basis. If the
SF1 program is implemented in such a way that CBP officials are stationed
overseas, and if host nation officials work with them Lo jointly research
shipping data on contidners, then this type of information sharing could
cantinue under the 100 percent scanning requirement. However, foreign
government officials from Singapore and South Korea we spoke with said
that given the many security programs the United States has adopted, the
United States should choose whether 11 wants to continue CSI or
implement SF1, but that it cannot do both,

The willingness of private companies to voluntarily enhance their secunty
practices to join C-TPAT may be diminished if a key benefit of

™ Corrently Japan mid Canada have cistoms staff placed at LS. ports 1o help determiing
the niak of curgo bound Tor their respective couniries
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membership is reduced by 100 percent scanning. Through the C-TPAT
program, members of the trade community (e.g., iImporters, vessel
carriers, and others) voluntarily enter into an agreement with CBP 1o
improve thelr security programs in retum for various trade-related
benelits, such as reduced scrutlny of their cargo containers upon arrival in
the United States. * As pan of this voluntary agreement, C-TPAT
participants share sensitive, corporate securily plans with CBF auud
provide CBFP with access to their facilities. This level of information
sharing would otherwise not be available to CBFP for companies that are
ol C-TPAT members,

According to & sarvey conducted in 2007 by the University of Virginia, the
most important motivation for businesses joining C-TPAT was reducing
the time and cost of getting cargo released by CHP. " However, this benefit
could be diminished by the 100 percent scanning requirement since, under
such a requirement all cargo is to be scanned regardless of membership in
C-TPAT. While the =ix C-TPAT members we interviewed generally
expressed thelr intenl. Lo remain in the program, three stated that there
wienild be less incentive to maintain membership, or for other companies
to join C-TPAT if the 100 percent scanning requirement is fully
implemented, If companies drop out of or do not join C-TPAT, it could be
difficult for CBP to determine what, if any, security initiatives have been
underizken by the companies, unless other programs or methods were
developed to do so, CBP officials have stated that they do not believe 104
percent scanning will affect membership in the C-TPAT program, and that
the CTPAT program has some benefits that will continue to exist
regardless of container scanning, For example, they nole that C-TPAT
members that transfer cargo by truck to the United States from Canada or
Mexico will not be affected by the requirement. However, given that other
companies who use maritlime shipping may lose an incenlive for joining
C-TPAT or maintaining membership, the potential security benefit
associated with the program could be diminished to the extent thal
C-TPAT membership does not grow or decreases,

The secority suidelines for C-TPAT progeam members midress @ broad range of toples
including personnel, pliysical, wid procedorn] security; aocess controbs; education; trakning
wivil awarensss: threat pwireniess; and others Companbes that apply o C-TPAT mmust sign
ay reement with CBF that commics their arganization to the prograns's security
guidelines

" University of Viggnia, Custoons-Trode Postiership Aguinst Ferrerism (C-TPAT)
CostHenafit Swvey (Aunguse 2007,
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AED programs—programs similar to C-TPAT rn by other countries—may
be hindered by 100 percent scanning because it may be viewed as a
deterrent to private companies to join AED programs. A core concept of
the SAFE Framework is o system of mutual recognition, wherehy twao
nations” AEQ programs are mutually recognized by the respective cusioms
administrations. Mutual recognition of AEO programs ooccurs when
custams administrations agree to recognize one another's AEQ programs
andd security features and to provide comparable benefils (o members of
the respective programs, As of June 2008, CBP had signed mutaal
recognition arrangements with New Zealand, Canada, Jordan, and Japan,
Furthermore, the United States is discussing entering into a nonbinding
arrengement with the European Union. Aceording to data from the WCO,
a8 of July 2008, about 70 countries had implemented or had begun
developing their own national AEQ programs. Foreign government, World
Bank, and WCO officials we interviewed expressed concem that
implementation of SF1 or other efforts to achieve 100 percent scanning
may hinder mutual recognition efforts becanse, under such a program, if
all U.S-bound cargo is to be scanned, there is Tittle incentive for
companies to join such partnerships, or governments (o develop these
partnership programs, without one of the common benefits—reduced
serutiny of cargo containers.

The 100 Percent Scanning
Requirement Is a
Departure from
Multilateral Partnerships,
Raising Concerns with Key
Trading Partners and
Leading to Calls for
Reciprocal Scanning

Requirements

CHP has raditionally worked with its international partiers to enhance
the security of the supply chain. The Infernational Oulreach and
Coordinetion Strategy, one of eight supporting plans for The National
Strateqy for Marittme Security, establishes the goal of developing 4
coordinated policy for U.S, government maritime security activities with
foreign governments, international and regional organizations, and the
private sector. According to the strategy, the United Stites must forge
cooperative partnerships and alliances with other nations, as well as with
public and private stakeholders in the international community, to achieve
effective maritime security. As CBP has recognlzed in security matlers, the
United States is not self-contained, either in its problems or inits
solutions: The growing interdependence of countries requires policy
makers Lo recognize the need 1o work in partnerships across intermnational
houndaries to achieve vital national goals. As such, CBP has taken a lead
role in working with the WO and foreign costoms administrations to
eatablish and implement international customs security standards that
benefit all participants, For example, CBP was a principal anthor of the
multilateral SAFE Framework of Standards—based on CBF's existing
layered security strategy—unanimously adopted by the members of the
WCO, and CBP officials have stated that its existing layered strategy
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constitutes 118, efforts to implement the elements of the SAFE
Frameworlk.

However, the 100 percent scanning requirement is a departure from these
existing efforts (o enhance cargo container security through parinerships.
Existing CBP efforts to enhance cargo container security, such as
collaboration with the WCO to develop the SAFE Framework, have been
based on a bilateral and multilatern! approach meant to enhance security
for all participants, Foreign government and international organtzation
officials with whom we met have also expressed concern that the 100
percent scarming regquirement is inconsistent with multilaterally adopted
customs security standards, may negatively impact trade, and could
diminish container security. For example, customs and other officials from
foreign governments, including the European Union, South Korea, Hong
Kong, and Singapore, as well as international organizations, including the
WO, have expressed their belief that scanning 104 percent of 11.8-bound
containers is inconsistent with the risk-based strategy agreed to in the
SAFE Framework becanse it treats all containers as having the same risk
level before any analysis of the risks they may pose is performed.” Foreign
government and international organization officials we spoke with added
that, given limited resources, 100 percent scanning could provide a lower
level of securdty, as the focused attentlon on specific high-risk shipments is
replaced by a hlanket approach applying (o all containers,

Because thel00 percent scanning requirement was initialed solely by the
United States, government officials in Europe, Asia, and the Middle East
with whom we met have stated that the requirement is perceived as being
for the sole security benefit of the United States. The Buropean Linion has
formally stated that the 100 percent scanning requirement was imposed
unilaterally and implies extraterritoriality. In June 2008, WCO members
unanimously éndorsed a resolution expressing concern that
implementation of 100 percent scanning would be detrimental to world
trade and could result in unreasonable delays, pon congestion, and
international trading difficulties.” Similarly, in May 2008, the European

“ Forelm governments and intemational organizations we spoke with statesd that Lhey are
prnerally not oppoesed to the uss of eadition detection equipment, such as that ipsend ad
piart of the Megaports Initistive, but to the tse of nonlntrsive rmaging cquipment e opase
af e Hkelihood that it may hinder trade and redues secarity by consuming a lurge AmouTt
iif scarce customs resources fop litile benglis

T The United States ahstained from the wote
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Parliament izsued a resolution calling for the United States (o repeal the
100 percent scanning requirement. Further, in June 2004, the governmenis
of five developing countries submitted a position paper to the WCO
opposing 100 percent scanning due io the disproportionate impact it will
have on their developing economles,

According to State Department officials with whom we met, the 100
percent scanning requirement hias negatively impacted interactions with
other countries on various issues. " State Department officials overseas
have acknowledged that the 100 percent scanning requirement has already
impacted or could have impact on futore LLS. interests, For example,
according (o these officials, they have experienced difficulty making
progress on U.S. concems related to agricultural exporls and registration
of chemical produdts because they cannot discoss these issues withoul
lorelgn governments raising their concerns with 100 percent scanning.

Related 1o these intermational concems, some foreign government officials
with whom we spoke are considering requiring a reciprocal scanning
requirement {or cargo coming from the United Stales. Specifically,
government officials in Honduras and the European Commission—which
represents the 27 member states of the European Union—have indicated
that they miay consider a rectprocal container scanning requiremaent in
which containers from the United States that are being shipped to these
countries would have to be scanned. Although the European Commission
indicaied it does not think scanning will enhance security, it added it
would be difficult not to ask for reciprocity if their member states are
inltiating cargo scanning programs for the security benefit of the United
States. :

According to CHP and domestic port terminal oflicials, and our
ohservations at the domestic ports we visited, scanning ontbound
containers to meet a reciprocity requirement would be chiallenging ancd

 The position paper was submitted by the governments of Ecuador, Bolivia, the
[eanknkean Republic, Tragnay, and Cuba

“ In addition 1o noting voncerms from intermational partners, Uwe State Department also
indieated 118 own concems regarding Uhe scanving of diptamatic shiginents. According ta
thi Seate Department, 18 intends to work with DHS to ensure that, comsistent with section &
Ll 8.C. & 0E2rb ), implementation of the scanning requirement does fod viokite

the tyteratonal conventions tal praliblt scanning of diplomatic pouches, ad weldl a= the
presmption agidnat inspection of personal haggage of diplomats; as set forth in the Vienmit
Coivention on Diplomatic Helithabs.
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require additional resources. CBP officials noted that the difficulty
negotiating and obtaining space from terminal operators to install
scanning equipment for mbound containers would also apply to installing
equipment needed to scan outbound containers should reciprocily be
required, CBP officials also noted additional staff would be needed to
review container images and adjudicate identified anomalies. Further, it
would be difficult to identify the destination of cuthound cargo containers,
according to CBP and port officials. Therelore, even If a few countries
asked that goods bound from their countries be examined, it might be
necessary for CBP to examine all outhound goods. CBP officials stated
seanning outhound containers could come at the expense of their ability to
secire the United States from inbound containers that might contain
WMD.

Given the situation, foreign governments and the trade industry are
awaiting information oen how CBP plans to implement 100 percent
scanning, Although the scanning requirement is a U.S. law, officials from
the European Commission stated that they are aware that DHS and CBP
have stated that implementing the law by July 2012 is likely not feasible,
which has ereated a sense of uncertainty regarding future lmplementation
of the scanning requirement. DHS acknowledged this concern, noting that
without a clear path forward for SF1, partnerships with foreign
governments would be put at risk. Although the Secretary of DHS
consequently endorsed the strategie trade corridor strategy as the path
forward, the department has not specified whether implementation of 104
percent scanning at strategic corridors would constitute the entirety of
CBP's efforts to implement 100 percent scanning or was an initial phase of
a broader effort to implement 100 percent scanning

Foreign terminal operstors have also expressed concems regarding the
lack of a clear path forward for the SF1 program. During our discussion
with the Federation of European Private Port Operators, the terminal
operator representatives noted the July 2012 deadline was quickly
approaching, but there was a lack of information as to how the
requirement would be achieved, The terminal operator representatives
added that decisions needed (o be made regarding who is required to pay
for and operate the scanning equipment, among other things. The officials
noted that they did not want to purchase scanning equipment withoul
stantlards being established because they did nol want to bear this
expense and later learn that the scanning equipment they purchased is not
considered suflicient.
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Conclusions

Challenges In scanning U5, -bound cargo containers al parcticipating porta
to date, as well as challenges in getting additional ports to participate,
have raised questions about the feasibility of scanning 1(0 percent of 1U.5.-
bound cargo containers. White CBP officials have stated that they may nol
be ahle 1o overcome these challenges based on the experiences of the 5F1
program to date, the agency has not conducted an analysis of the
feasibility of implementing 100 percent scanning. Such an analysiz could
assist both the agency and Congress by providing important information
regarding CBP's ability to fully implement the 1(H percent scanning
requirement and determining a path forward to enhance container
securily.

As CBP attempts to expand the SFT program, it will need more
comprehensive cost estimates, Such cost estimates could provide CBP
with valld cost information to share with Congress to allow it to make
spund and prudent decisions regarding SF1 program wnplementation. CBFP
and Congress could also benefit from a cost-benefil analysis (that includes
costs to international maritime stakeholders) to evaluate the relative costs
and benefits of varions alternatives for implementing the 100 percent
scanning requirement, to include its strategic irade corridor strategy. Such
an analysis could help to guide CBP and Congress in allempting to
implement the 100 percent scanning requirement, as well as assessing
other alternatives short of 100 percent scanning for enhancing contalner
SeCurity,

DHS and CBP officials have acknowledged that they will likely not be able
to achieve 100 percent scanning of U.S.-bound cargo containers by 2012,
and expressed concerns over the feasibility, costs, and security benelits
associated with the requirement. However, withoul conducting feasibility
and eost-benelit analyses, DHS and CBP will not be able to fully evaluate
varions alternatives for implementing the 100 percent scanning
requirement or other alternatives that enhance cargo contalner security in
A cost-efficient manner,

Recommendations for
Executive Action

To better position DHS to implement the cargo container scanning
provisions of the SAFE Port and 811 Acts, improve container securnity
programs, and better inform Congress, we recommend that the Secretary
of Homeland Securdly, working with the CBP Commissioner, in
consultation with the Secretaries of Energy and State as appropriate, take
the following actions:
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Agency Comments
and Our Evaluation

» rconduct a feasibility analysis of implementing the 100 percent scanning
requirement of all U.S.-bound carge containers in light of the
challenges faced at the initial SFT ports;

o develop more comprehensive cost estimates for achieving the
requirement to scan 100 percent of U.5.-bound cargo contalners,
consistent with best practices for implementing, operating, and
maintaining U8, government programs;

o eonduct g cost-benefit analysis (Lo include all significant economic
cosis) of different alternatives for achleving the 100 percent scanning
requirement, to include as appropriate, other alternatives short of
achieving 100 percent scanning, to enhance container security, and Lo
address the impact that 100 percent scanning may have on other
container security programs; and

« provide the results of the feasibllity analysis, U5, program cost
estimates, and cost-benelit analysis outlined above to Congress, along
with various cost-effective alternatives to implementing the L0 percent
seanning requirement, as appropriate.

We provided a copy of this report to the State Department, the Department
of Energy (DOE), and the Department of Homeland Security (DHS} for
eomment, The State Department did not provide writlen comments (o
include in the report, but provided technical comments thal have been
Incorporated into the report, where appropriate. DOE provided commenls
on October 18, 2000, that cite the need to distinguish between challenges
regarding the use of radiation versus nonintnisive image scanning
equipment, We have modified the report to include this distinetion. DOE
made no comments on the recommendations since they were directed
towards DHS and CBP, A copy of DOE's comments are reprintid in
appendix [L DHS and CBF provided technical comments that have been
incorporated into the report, where appropriate,

S also provided written comments—that incorporated comments from
CBP—on October 15, 2008, A copy of DHS's comments are reprinted in
appendix 11 In commenting on a draft of this report, IHS noted that it
concurred with three recommendations and concurred in part with one. L
also commented that CBP views these recommendations as having been
largely achieved through its publication of previous reports 1o Congress,
We disagree with this for the reasons discussed in the paragraphs below.

Eage 44 GAD-10-12 Bupply Chuin Seearity



Regarding our first recommendation to conduet a leasibality analysis for
implementing the 100 percent seanning reguirement for all U.S.-bound
cargo conlainers, DHS noted that CBP concurred with our
recommendation. The agency further stated that the recommendation had
been achieved in its June 2008 report to Congress, “Report to Congress on
Initegrated Scanning Systems Pilot (Security and Accountability for
Every Port Act of 2006), Section 231" where it discussed challenges 1o
implementing the requlrement at participating seaports. Specifically, CBP
noted that its report concladed that the 100 percent scanning of 1U.5.-
bound maritime contalner is possible on a limited seale in locations with
an array of accommodating and supportive conditions, such as host nation
cooperation, low cargo volumes, low transshipment rates and technology
and infrastrrcture costs covered primarily by the U8, government. It also
noted that its report determined that these conditions would not likely
exist at all ports shipping to the United States. During our review, we
analyzed the June 2008 report and while it discusses these and other
challenges that exist at participating ports, we do not believe that it
constitutes a feasibiliy analysis of the 100 percenl scanning requirement,
as required by the SAFE Port Act. In particular, as we have noted n this
report, the SAFE Port Act requires certain specific elements to be included
when evaluating the feasibility of expanding 100 percent scanning to other
ports, including an analysis of the infrastrocture requirements to
implement 100 percent scanning and an analysis of requirements,
including costs, to install and maintain an integratéd scanning systetn at
ports participating in the Container Security Initistive, These analyses
were not included in (the 2008 report and CBP has acknowledged that they
have not been conducted.

Regarding our second recommendation to develop more comprehensive
cost estimates for achieving the requirement to scan 100 percent of U.S..
bound cargo containers, consistent with best practices, DHS commented
that CBP concurred with the recommendation and had already achleved 1t
through issuance of its June 2008 repont to Congress. In particular, CBP
stated that 1t belleves that it is incumbent upon the agency Lo develop
realistic cost estimates for the overall operational elements associated
with implementing legislative mandates, such as the 100 percent scanning
requirement. However, as acknowledged by CBP, the cost pstimates
generated by CBP to date were not developed in a manner that is
consistent with cost estimation guidelines. For example, estiinates
developed by CBP (o date cover implementation of the program as il
carrently exists, but do not examine costs over the life of the program,
which is a best practice identified by GAD and accepted by DIS. As a
result, total costs for the life of the SFT program could be significantly
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greater than CBP's current cost estimates. As we have noted in this
repart, having more comprehensive cosl estimates could provide CBP
with valid cost information to share with Congress to-allow it to malke
sound and prudent decisions regarding SFI program design and
implementation.

Regarding our third recommendation lo conduct a cost-benefit analysis (Lo
Include all significant economie costs) of different alternatives for
achieving the 100 percent scanning requirement, Lo include as appropriate,
other alternatives short of achieving 100 percent scanning, DHS
commented that CBP concurred in part with our recommendation, In its
response CBP acknowledged that a cost-berefit analysis would be belpful
to frame the discussion and better inform Congress; however, it noted that
such a comprehensive study would place significant burdens on its limited
resources. Given the potential costs to the United States, foreign
governments and trade industry of implementing 100 percent scanning, we
believe a cost-bene it analysis is warranted 1o evaluate other alternatives.
CBP added that neither the SAFE Part Act nor the 811 Act require CBP to
conduct such an analysis and suggests that the Congressional Budget
Office is the most approprate entity to conduct such an analysis, While
CBO does prepare cost estimates for pending legislation, as we mention in
this report, CBO has evaluated the 911 Act and assumed that foreign
governments would pay for implementing scanning sysfems al their port,
which has generally not been the case thus far. We believe that, given its
daily interaction with foreign customs services and its direct knowledge of
port operations, CBP Is in a better position 1o conduct any cost-benefil
analysis and bring results to Congress for consideration. Further, as noted
in this report, DHS cites cost-benefit analysis as a proven management ool
to support planning and manage costs. We believe that the challenges
faced in implementing the program thus far, and the potential costs of
implementing and operating the 100 percent scanning requirement—
particulardy non-financial costs such as reductions in the effectiveness of
exlsting container security programs like CSI and C-TPAT—emphasize the
importance of such an analysis, This analysis could assist bath the agency
and Congress in understanding CBP's ability to implement the 100 percent
scarming requirement as well provide Congress more complete
understanding of the scanning requirement’s advantages and
disadvantages. Congress could then use this information in s role
providing oversight over the program or in considering alternatives [or
enhancing cargo container security in a cost-efficient manner,

Finally, regarding our fourth recommendation to provide results of the
feasibility analysis, U.S. program costs estimates, and cost-beneflit analysis

Page 60 GAD-10-12 Supply Chaln Seoricy



to Congress, along with varlous cost-effective altermatives to implementing
the 100 percent scanning requirement, DHS commented that CBP
concirred with our recommendation, had already achieved it, and outlined
its intent to continue to explore the full range of costs assoctated with
scanning efforts atl forelgn ports. Specifically, CBP stated that in June
2008, it submitied to Congress the findings of the feasibility study required
under Section 231 of the SAFE Port Act. It added that this report and the
number of subsequent reporis provided at G-month intervals detailed CBP
and DOE expenditures under SFY, including the cost ol seanning
equipment, as well as personnel expenditures for each potential scanning
site, While these reports have contained useful information, &s mentioned
previously, our view is that they do not contain comprehensive analyses of
the feasibility or costs of the 100 percent scanning requirement or evaluate
potential program alternatives to determine which may be most feasible
and cost effective. We believe that feasibifity and cost-benefit analyses are
critical to help ensure that DHS and CBP have the necessary information
to assist the Congress as it considers options for inplementing the 100
percent scanning requirement or other alternatives to enhancing cargo
container security. This information should include more definitive
information on the feasibility of the seanning requirement—to include the
factors discussed in the SAFE Pont Act such as infrastracture
requirements, impact on processing times, ability to meet forecasted
container volume, costs, and personnel needs—across different alternative
implementation scenarios,

As arranged by your offices we plan no further distribution until 30 days
after the date of this report. At that time, we will send coples of this report
to the Secretaries of Energy, Homeland Security, and State; and other
interested parties. In addition, the report will be available on GAG's Web

site at hitpoiwww gao.gov.
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If you or your siaff have any guestions aboul this report, please contact me
al {2027 512-9610 or at caldwellsi@gao.gov. Key contributors to this report
are listed in appendix IV, This report will also be available at no charge on
the GAQ Web site at http-fwww.gao.gov,

Stephen L. Caldwell
Director, Homeland Security and Juslice lssues
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Appendix I: Objectives, Scope, and
Methodology

Dur objectives were to identify (1) what progress LS, Customs and
Border Protection (CBF) has made toward implementing 100 percent
scanning at the initial ports participating in the Secure Freight Initiative
{5FT) program; (2} what planning efforts CBP has made 1o address the
requirement to scan &l 1.5-bound cargo containers by July 2012; (3) the
estmated costa to date of the SFI program, and 1o what extent future
implementation costs have been estimated; and (4) what challenges, if any,
CBP faces in Integrating the 100 percent scanning requirement with its
existing container security programs.

To determine the progress CBP has made in implementing the requirement
to sean 100 percent scanning of U.5.-bound cargo conlainers, we
conducted site visits at six of the seven forelgn ports that have been
involved in SFT, and spoke with foreign government, 115, cusioms, and
terminal operator officials during these visits. While the results of these
site visits and interviews cannot be generalized across all ports that ship
cargo containers to the United States, by observing operations at six of the
seven ports involved with the SFI program o date—Busan, South Korea:
Puerto Cortes, Honduras; Salalah, Oman; Southampton, United Kingdom;
Hong Kong: and Singapore—we gained a critical understanding of the
factors and challenges associated with implementing SFT at these ports.
Due Lo ongoing security concerns, we did not conduct a site visit at Port
Qasim, Pakistan. Instead, we observed CBP's remote operation of the 5F1
program in Qasim from the National Targeting Center-Cargo in Virginia. To
assess OBP's progress implementing SFT at individual ports, we compared
data on the number of containers scanned o the total volume of LLS.-
bhound containers at each SFI port, Lo the requirement set forth in the 811
Act. CBP was unable to provide container scan dala based on container
arrival mode (e.g., truck, rail, and transshipment) due to sysiem
limitations. After reviewing possible Umitations of all the data sources, we
determined that the data provided were sufficiently reliable for the
purposes for which we have used them in this report.

To identify the planning efforts CBP has undertaken o achieve the
requirement o scan 100 percent of U8 bound cargo containers, we
reviewed relevant documents, including the SFI program management
plan, the coordinating strategy and operations plan, and the concept of
operations/standard operating procedures documents for the SF1 ports
vistted, We supplemented our document reviews and analyses with
interviews of CBP officials in the SFI program office to determine oture
plans for expansion of 100 percent scanning through the strategic trade
corridor strategy. Furthermore, we discussed the extent to which the
Department of Homeland Security (DHS) and CBP have developed
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Agppendin 1 Obhjectives, Soope, snd
Methodology

criteria, and & methodology and tme line for granting extensions to ports
that cannot meat the 2012 deadline for scanning U.S-bound containers.
We compared CBP's planning efforts to best practices in A Guide to the
Project Management Body of Knowledge.

To examine the estimated costs ol implementing 100 percent scanming of
1.8.-bound cargo contatners at foreign ports, we interviewed CBP and
Department of Energy (TDHOE) officlals, international organization
personnel, foreign government officials, and terminal operators to obtain
their views as to the types of costs assoclated with implementing 104
percent scanning, To determine the costs to the LS. government of
implementing, operating, and maintaining the SFI program, we reviewed
documentation on CBPs and DOE's expenditures to date. Alter reviewing
possible limitations of the cost data provided, we determined that the data
provided were sufficiently reliable for the purposes for which we have
used them in this report. We compared CBP's methods for developing cost
estimates (o further implement 100 percent. scanning with the best
practices outlined in the GAQ Cost Estimating and Assessment Gruide.
We examined DHS's Cost-Benefit Analysis Guidebook, as well as Office of
Management and Budget (OMB) Circular No. A-11 Preparation,
Submission, and Evecution of the Budget, OMB Circular No. A-54
Guidetines and Discount Rates for Benefit-Cost Analysis of Federal
Programs, and OMB Circular A-d Regulatory Analysis to identify the need
for, and elements of a comprehensive cost-benefit analysis. To understand
the costs to entities other than the LS. government, we spoke with
terminal operators and officials from foreign govermments parlicipating in
the SF1 program. We also interviewed the World Customs Organization
(WCO) and the World Bank to further understand other costs that may
result from 100 percent scanning, such as changes in trade fow and
impacts on developing economies. We reviewed economic studies
conducted on the issue, including those conducted by the University of Le
Havre and Industrial Economics, Inc. Furthermore, we discussed with
afficials from foreign governments, representatives of the European
Commisston, and terminal operators, including the Federation of
European Private Port Operators, their willingness to share the costs ol
contalner seanning with the United States at SF1 ports.

To determine any challenges CBP faces in integrating 100 percent
scanning with existing container security programs, we assessod the
potential impact of scanning on the core elements of CBP's current
securly programs, DOE's Megaports Initiative, and the security stralegy
advocated by the WOO through the SAFE Framework. As appropnate, we
also relled on our extensive body of work on container security conducted
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over the last several years (see list of Related GAD Products al the end of
this report). To determine the impact of scanning on the ase of the
Automated Targeting System n conjunction with the 24-hour rule, we
interviewed CRP officers working at the poeris of Baltimore, Maryland anc
Los Angeles/Long Beach, California—domestic ports with aceess to SF]
data—to discuss how the avaitability of SF1 data affects adjudication of
high-risk containers. We observed how domestic CBP officers acoess and
review SF1 sean data. To determine the impact of scanning on the
Contalner Security Initiative (CS1), we interviewed foreign govermment
nificials at ports participating in both CS1 and SF1 on how the programs
operate simultaneously, and the resulting impact o collaboration between
1.8, and host government customs officials. We interviewed CBP's
Customs-Trade Partnership Against Terrorism (C-TPAT) office and six
members of C-TPAT to determine what impact 100 percent scanning may
have on the benefits of membership and how this will affect participation
in C-TPAT. Our interviews with these trade industry representatives were
based on a nonprobability sample, so while their views are not
generalizable to the entire maritime trade industry, they provide
knowledgeable insight into the relationship between the SFI and C-TPAT
programs, We spoke with DOE officials responsible for implementing the
Megaports Initiative to understand the impact of 104 percent scanning on
efforts to expand the Megaports Initiative. We interviewed representatives
af the WCO, International Maritime Organization, International Chamber
of Shipping, European Commission, and foreign government officials to
obtain their views on the congistency of 100 percent scanning with
multilateral and bilateral efforts (o promote supply chain security, With
these entities, we discussed how scanning may affect core principles of
the SAFE Framework, including the establishment of customs-to-business
partnerships and mutual recognition between countries of these
partnerships. While we obtained the perspective of all foreign
governments participating in the SFI program that intend to implement the
SAFE Framework, with the exception of Pakistan, these views are not
necessarily representative of all forelgn governments intending to
implement the SAFE Framework. We interviewsd State Department
afficials in Washington D.C,; at the U.5. Mission to the European Union;
and the 11.5. Embassy in Seoul, Lo discuss how the 100 percent
requirement affects the ability of the State Department to defend U5,
interests. With foreign government officials and representatives of the
European Commission we discussed their intensions Lo reguire a
reciprocal 100 percent container scanning requirement of the Undted
States. We also discussed the lmpact of reciprocity on domestic porls with
CBP officials al the Ports of Baltimore, Houston, and Los Angeles/Long
Beach; as well as the Houston and Miami Port Authorities,
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We conducted this performance audit from Angust 2008 through October
2000 in accordance with generally aceepted government anditing
standards: Those standards require that we plan and perform the aodit to
obtain sufficient, appropriate evidence to provide a reasonable basis for
our findings and conclusions based on our anudil objectives, We bolieve
that the evidenee oblained provides a reasonable basis for our findings
and conclusions hased on our audit ohjectives,
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of Energy

k J Department of Ene
mﬂ Hational Huclesr Seourity Mrr?n!wmm
Wisihieginn, D0 AIGES
ocT 19 X0

MolE, Srephen L, Caddwell
Dijrecior; Homeland Secumiy
und Justice Team
Giowernisen Accauntabilny CHfice
Weshimgion, DT 2052R

P, Mr. Caldwell

The Mutime Meckr Secusmiy Admimstratfon (MM54]) spprecioies the eppodanify o
review ibe Crovermment Accoumahiliny Offies’s (AT dradt nepory, GAD-10-290,
SLUPTLY CHAIM SECURITY: Feasihility md Cost-Benelil Analyies Would Assis
DS anl Congress in Assessmg and mplememiing the Reaquiremen o Scan 1) Pacem
ol L8, -Bound Comainers. Wie andersianid thit this work was done @ the Fequest of the
Semiatn Cominifecs o Commerce, Science 2od Transponation, i Homeland Secunty
and Chovernmenzal &ffaira; ond the Houss Comsttees on Enerpy and Commeree] and
Homeland Security. (AL wak asiond 10 determine (1) B exion! Cumoms dessgned and
iiplemented the Secure Freight nidiakive pidal prdgrie to demonstaie the feabibihiy of
104} pereerd scanning of cargn coribainers & foreign ponte: (1) the extest Customs i
ahlniming coimrehensive cosi data o condeet codt benefit anahyses, (3) the oxient
Cusinms B ahle 1o intsoaie the varioos bochivologies; and {€) the exbent |
gcAlEn g i consistent wish exislisg domestic and intemmational programe enhance
coeripiner securily 2=l the mmpact en overall U S curgo securily,  Bagéd on yous
conchsions, recammendulsuns were meide ta the Departmim of Homeland Security
(OS], vo work with Energy end Siale o4 appropoiss

WHEA div niod lake excepizon (o the oonbeoty or conclugion of the drafi report, B wi
dho have @ comment Page 25, |* parapraph it siates,

"CBF offcials addad thai becouse of the lock of vurresi technology io effoctvely
seim Dimeshipped contaizers thal ame moves from oo vessel i another with
comgarnirvely Hitle mme af the por...

MMEA sogpests GAC disiinguish beiween e challenge of radiation verss it~
frrirusive Imaging image $¢ang of tinsshipped contasmen s refieeted in the
Transsbipinesd wrise-up dit page 27 which speaks b the lseue oo fransship contamnens
4, oaily pergo contames that trigger radinthon alamms are 1o be scannid with immging

equipment ™

Since the recommendations are directed L DHS, we have no furbes comines

Y ——
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TF worij Baaee uny guestians ebout this fesponse, please contact JoAdme Parker, Acling
Teecior, Policy #d Intsrnal Cosapals Management, 4t 212- 5361913

L

Associste Adminisiraine
for Mamsgiment und Adrmuniigiestion
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: Comments from the

Department of Homeland Security

DOgsder 14, 206

Mr. Steve Caldwell

Threctcn

Hemeland Securiy and Jusmice [3nues
1.5, Gavemmen! Ascommeshifioy Office

Washingion, DO 20848
Dear bir. Caldwell:

Thunk you for rovidizg us with a copy of the deafl regon entifled "SUPPLY CHAIN
SECURITY: Feasbility and Cast-Benefit Analysts Would Astist DHS snd Congress in
Assmaing mnd Implementing the Requinsnend 1o Scan |00 Percens of U5 -Boand Containen™
(FAL-10-17), For this review GAD assessed 1) LS, Customs and Bosder Presscricn's
(CRPY pragress &t the initisl pors pasticipating in the Secure Freight Infliative (3D program,
2 CRP plans to irplesent 371 3) the extent to which CEP his estimated costs and
conducied n cos- betefls pnalvsis of [00% scamning, and 4) any challesiges b bmegratng SF1
with existing comtalees seEaTiny programs

Oiverall, CAP comcr with GACYs recommendutions on the nead Sor n fesmibiliy study, cost
extimaze, and cost-beneflt analysls of the SF1 progeam, CBP has anatyzed the feasibilis of
imnpermenting 100% scanaing of all L5 .-hoand cantaners by conductimg the L% sanning
pilos sudy, which was mandssed by the Security ard Accouminbiliny for Evary (BAFF) Pan
Act. Merstver, CHF went hevand this legislative tnandate nnd deploryed aesining
techmalogies 1 additioead locations w test the feasibility of scanning container in high-
valume and transshipment ports. CBP repoted It findings 1o Congressional rouesters ix
June 2008,

In ackditicn, CBP crennd detniled cost earimases hased on the beat availalle informatiaii
regariing the cost of scanning equapment, communications, hardware and softweare, 3 weul] &
pessiitme] inpenditures for ench polential scanming site that weze provided to GAO

The secatiunendation o camplete & cost-bepefit mabyss oresies additinnal bordem on the
Egency”s Fesources and invites the esshlighenent of precedinits thist guestinn the roles of the
legislative and executive componenis. As sn sltsrpative, CHF belicves that the Congresstonal
Dudget Offics | the responsible party o conduct this enadysis when assessing the fenalbdlEry
snd it of ingilemesning such lglslaian.

Hesponzes 10 the recommendatioss feflow,

T befier pesitisn DHS i nploment the cargo cuatainer scopning provisioms of the
SAFE Port and W11 Acts, [mprove container sscerity progrums, and better infarm
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Congren, we recommend that the Secretary of Homeisnd Seeurity; workdag with the
CBP Commimnmer, in consultition with the Secretaries of Energy and Siafe &
approprizts, take ihe following seiboms:

Recammendation I: Conduct & feaalbility anabyab of implementing ibhe 1M pereent
seanning requirement of all US,-bound cargn containers in fight of the chalieoges faced
al the initisl 5F1 paris

Respomse: Concur, This resommicndstion bas been achisved with CBP's ropent entitied
“Renari fo Congress on Integrated Scanmiag Syeremy Filot (Securily aid decounrabiliny For
Every Port Act af 7008, Section 23/ submptted to Congressin June 2008, In this repost,
CHP has anzlyzed the Sesslbility of implismenting 100 scanning of all L8 ~hound
comiminers by ommducting the 1003 scinming pilot study which was mandazed by the SAFE
Pant Act

CHP met the legislstive ceqairemens o esablish o 100% scaanlng plod program in dhree
Foreign pors (Port Cmslm, Pakistar; Puerin Cories, Handurss] and the Part of Soutbempon,
K} an mandsted by the SAFE Porl Ace. Additionally, CBF went heyond this legislative
meandate and deployed scanning technologies to three ndidithonal locations (Modern Termisal,
Hong K.onp: Part Salakah, Cmim; and Gamman Terminal, Busan, South Koren) (o <t the
feilsility of seomning contasners n high-wolume and transshipmen poris: As equired m
Seedion 231(d) of the SAFE Port Act, CBP suhmitted n topust 10 Congress detailing the
operarioead lessons leamed s wall & U techpical, operationil, and diplomatic chalbenges
ientifled from the 100% scansdng piioes, CRP analyped (he results of the pilot study sd
conelided that |00 percenl seamning of U5 bound moriiiiee coniainens is possibie ona
liifisd soale in locsicas wilh &n armay of pocoommodating and seppotive conditions, such s
considerble host siihon cooperation, low cengo valumes, low tranashipment nifes, and
technolagy snd infrestrueture costs covered primasily by the United States Govemnment. As
nnted i the 2008 report 1o Congress, CHP determined thas these conditsons woald not likely
exist in all poeta shipping to the United Sues. However, & ihe dats obtained by the scanning
technodogy dises liave The potentin] b enbance wrgering, CAP will ficus fusure scanning
dqhmuhmhuﬂmmmmnmmnﬁﬁnddmnﬂlhﬂwm
heneficial.

Recommendailon 2: Devebep more comprebeasive cost estlmutes for schleving the
requirement io sean 10 pereent of U.S.-boand cargo container, comistent with bexi
practices for mplamenting, epersting sml mabitaining U5 governmént programs.

Response; Concur, This recommendating bis been schieved with CHPs repart entitlisl
*Repot i Crmgress an fmegrited Scamulng Sysiems Pifol ity and docoumarbilite For
Every Port Act af 2006, Section 23] " sabmitied to Congness in June 2008,

CRP belisves e |1 |5 incumbest upor the apesey 10 develop realistis cost estimates for e
overal] eperatioas] elements msocisted with implementing legrslacive mandases such si the
1O%, comtainer scanninyg requlrement n the 211 Commission Recommendation A, 1n
mmqmlhumwmmmmw'smmmmmm
esimates hased cn the bas gysilable informubion regending ke oodl af seanring squipmend,
comeurications, hardwire and software, as well a3 personnel expendinaes for each posenial
scanning Eile. While 1he cost estimatey were hased on CBT's experience with the SFI pilots
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und nied oo site mssessimanis 0F hundreds of pons, the agency belisves that the dats presenls
vahd possiblbities on cams,

Recommendstion 3: Copdised & cast-benefld mnalysi (s nelude ol significant ecensmic
cants) of differeni alisraatives for schieving (e 100 percent sesnuing requirement, o
Include sx appropriate, other shiernatives short of schieving 100 percent sranning, to
enbanee comtalner security, and to addeess (ko lmpact thai 100 percent scannisg mey
lve ol sther coaininer secarily progrims.

Responyes Concr in pert. Whiks CBP acknowlediges that n version of the recommended
oom-benafit analysis would be belpful to frame the {liseussicn and beller miorm Congress,
sach o oomprehensive sudy woald place signifteant urdens oo ageney resoures, Furher,
neither (he SAFE Part Act of 3006 noc the W11 A of H07 require CBE 1o comdiace & cast-
buersefit fnnlysis, CBP suggests that the Congressional Budget Office i the most approgriste
efiklry o comdust sach nn aealysis when eseviing the Fieas|bility mnd impact of knplementing
fegislntion,

Recommendation 4: Pravide the resulis of the feaxibility annfvsis, U3, pregram cost
estimnins, amil covi-benefit anshais oailined above to Congress, slong wiith varicus cai-
#ffective sliermatives in imphimenting the 100 perossl seanning requiremsat, i
Eppropriste.

Hesponse: Concar. As meritned fin the respoese Lo i sétand QAT nicommendation, CTHEF
shmitied to Congress |n Jane 200K the findings of the fessibility stady requised under
Gaction 111 of the SAFE Fort Aot This report, ased the number of subicques repedis
provided & six-month inlerals demklel CBP snd Depersmer of Eneryy (DOE] expendimunes
usder the Seoure Preighs Enitiarives, (ncinding the cost of seasming equipment,
comminications, hardwase and sofrwmre, us well us perscnne] expendinures for each patential
geaning vite. COP will conflmme to explors the fll renge of costs saseEated with scanning
absroad mnd will work i0-enmee Bl scasmicg complements the layered and rsk-based
appraech o sscurity currently in place. However, 2 n camprehensive cosl-benedil analysls,
CRP suppests that the Congrezalonal Budget Office is the responsibls endity i conduct such
mﬂ}ﬁawmmmmuﬂﬂwmmﬁwlzmhﬁm

Thank ye far the appotiminy @ provide comimsnts to U drall report

Slimcerely,

m..d“‘“f m‘.%"“ﬂ

Directos
Dieparmeninl GACROIG Lisisn Ciflce
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